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History of Operating Systems

Generations:
First Generation ( 1945 - 1955 ): Vacuum Tubes and Plugboards.
Second Generation ( 1955 - 1965 ): Transistors and Batch 
Systems.
Third Generation ( 1965 - 1980 ): Integrated Circuits and 
Multiprogramming.
Fourth Generation ( 1980 - Present ): Personal Computers.
The Fifth Generation (1990 Present): Mobile Computers, 
Tablets, Smart Phones.
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First Generation ( 1945 - 1955 ): Vacuum Tubes and Plugboards

1945-1955, 2nd world war, no digital computers,.
Calculating engines which used mechanical relays were built.
These mechanical relays were extremely slow.
later on replaced by comparatively faster vacuum tubes.
designed and built by a single group of people.
At that time, 

programming languages were unknown.
there was no such thing as an operating system. (because of which all the programming was 
done in machine languages).

Problems solved were simple numerical calculations.
In the 1950s:

Punch cards were introduced , and they improved the overall computer 
system. 
Now instead of using plugboards, programs were written on cards and were 
handed to the operator, who fed them to the system.

HNDIT3052 Operating Systems

Second Generation ( 1955 - 1965 ): Transistors and Batch Systems
took place around 1955 to 1965.
GMO: The first operating system, GMOs was created in the early 
1950s. General Motors developed this OS for the IBM computers.

Mainframes: In this period, transistors were developed, which led to the 
development of computer systems that could be manufactured and sold to 
paying customers. Such types of machines were known as mainframes. They 
were kept in air-conditioned rooms with trained staff to operate them.

batch operating system: 
Later, Batch systems were introduced, in this to reduce the computer's idle 
time. 
All the jobs were collected on a tray in the input room and were read into the 
magnetic tape. Then, the tape was mounted onto a tape drive once it had 
been rewound. When the batch operating system was loaded, it read the first 
job from the tape and ran it, while the output was written onto the second 
tape. After executing the whole batch, the input and output tapes were 
removed while the output tape was printed.
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Transistors and Batch Systems (1)

Figure 1-3. An early batch system. 
(a) Programmers bring cards to 1401. 
(b)1401 reads batch of jobs onto tape.
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Transistors and Batch Systems (2)

Figure 1-3. (c) Operator carries input tape to 7094. 
(d) 7094 does computing. (e) Operator carries output tape to 
1401. (f) 1401 prints output. 
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Transistors and Batch Systems (4)

Figure 1-4. Structure of a typical FMS job.
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Third Generation ( 1965 - 1980 ): 
Integrated Circuits and Multiprogramming.

1965-1980 (System/360). 
Initially, there were two types of computers (served a different purpose).
The scientific and commercial computers. 
These were combined into one by IBM, which was known as the System/360.
They used integrated circuits. (offered a major price and performance 
advantage over the second-generation systems).

By the late 1960s (multiprogramming operating systems).
OS designers were capable of developing an operating system that was 
capable of performing multiple tasks simultaneously in a single computer.
Such operating systems were known as multiprogramming operating systems. 
The introduction of multiprogramming played an important role in developing 
operating systems that allowed the CPU to be busy all the time by performing 
different tasks on a single computer simultaneously.
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ICs and Multiprogramming

Figure 1-5. A multiprogramming system 
with three jobs in memory.
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More in third generation

Time Sharing (CTSS)
Multics
Unix
Linux
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Fourth Generation ( 1980 - Present ): Personal Computers.
Personal Computers (PCs):

around 1980 and is being used till now:
Operating systems is related to the development of personal computers.
Computers similar to the minicomputers in 3rd generation, the cost of PCs was very high. 

Windows Operating System:
The birth of Microsoft and windows operating systems.
Played a major role in the development of personal computers. 
Microsoft created the first window operating system in 1975. (Bill Gates and Paul Allen).

DOS Operating System:
Bill Gates and Paul Allen introduced MS-DOS in 1981.
very difficult person to understand its commands. 

Multiple Operating systems by Microsoft:
After that, multiple operating systems were released by windows, such as Windows 95, Windows 98, 
Windows XP, etc. 
Currently, most Windows users use the Windows 10 operating system. 

Macintosh OS by Apple:
Apart from windows, Apple also built an operating system in the 1980s, which is known as Macintosh OS. it 
was developed by Steve Jobs, co-founder of Apple.
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Fourth generation

PCs
Network Operating Systems
Distributed Operating Systems
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The Fifth Generation (1990 Present): Mobile Computers

-
comic strip. (people could carry around wherever they went).
1946: first real mobile phone appeared in  1946 and weighed some 
40 kilos.
In 1970s: first true handheld phone appeared in the 1970s and, at 

Mid 1990: first real smartphone did not appear until the mid-1990s 
when Nokia released the N9000 [combined version - a phone and a 
PDA (Personal Digital Assistant)].
In 1997: Ericsson coined the term smartphone for its GS88 
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5th generation OS.. :
evolution.

Now that smartphones have become ubiquitous.

Smart phones with Symbian OS: For Samsung, Sony Ericsson, Motorola, 
and especially Nokia.

Blackberry OS (introduced for smartphones in 2002).
iPhone in 2007).

In 2011, Nokia ditched Symbian and announced it would focus on 
Windows Phone, but, Linux-based operating system released by Google in 
2008, to overtake.
Android: Android had the advantage that it was open source and available 
under a permissive license.

their own hardware with ease.
has a huge community of developers for app writing (as most familiar with Java).
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Computers in 5th Generation
The period of fifth generation is 1980-till date. In the fifth generation, 
VLSI technology became ULSI (Ultra Large Scale Integration) 
technology, resulting in the production of microprocessor chips 
having ten million electronic components.
This generation is based on parallel processing hardware and AI 
(Artificial Intelligence) software. AI is an emerging branch in computer 
science, which interprets the means and method of making 
computers think like human beings. All the high-level languages like C 
and C++, Java, .Net etc., are used in this generation.
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AI in 5th Generation

Robotics, Neural Networks, Game Playing, Development of expert systems to 
make decisions in real-life situations, Natural language understanding and 
generation.

ULSI technology, Development of true artificial intelligence, Development of 
Natural language processing, Advancement in Parallel Processing, 
Advancement in Superconductor technology, More user-friendly interfaces 
with multimedia features, Availability of very powerful and compact 
computers at cheaper rates.

Desktop, Laptop, NoteBook, UltraBook, ChromeBook
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Operating System Timeline:
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OS Timeline (50s & early 60s)
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OS Timeline (late 70s)OS Timeline (60s & early 70s)
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OS Timeline (late 80s)OS Timeline (80s)
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OS Timeline (late 90s and 2000)OS Timeline (90s)
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OS Timeline (90s)

Exercise: Complete the OS Timeline for other ranges from 2006 up to now.
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HNDIT Introduction to Operating
Systems

Week 1 Topic: Introduction to Operating System. 
Subtopics: 

(01) History of Operating Systems. 

(02) Types of Operating Systems. 

(03) Operating System Concepts. 
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What is an Operating System (1)

Definition 1: An operating system acts as an
intermediary between the user of a computer and
the computer hardware. The purpose of an
operating system is to provide an environment in
which a user can execute programs in a convenient
and efficient manner.
An operating system is software that manages the computer hardware.
The hardware must provide appropriate mechanisms to ensure the
correct operation of the computer system and to prevent user programs
from interfering with the proper operation of the system.
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What is an Operating System? (2)
Definition 2: For the following reasons, computers are
equipped with a layer of software called the operating
system, whose job is to provide user programs with a
better, simpler, cleaner, model of the computer and to
handle managing all the resources just mentioned.

A modern computer consists of one or more processors, some
main memory, disks, printers, a keyboard, a mouse, a display,
network interfaces, and various other input/output devices.

All in all, a complex system. If every application programmer
had to understand how all these things work in detail, no code
would ever get written. Furthermore, managing all these
components and using them optimally is an exceedingly
challenging job.
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02. Types of Operating 
Systems
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What are operating systems?
An operating system (OS) is a type of software interface
between the user and the device hardware. This
software allows users to communicate with the device
and perform the desired functions. Operating systems
use two components to manage computer
programs and applications:

1. The kernel is the core inner component that processes data 
at the hardware level. It handles input-output 
management, memory and process management.

2. The shell is the outer layer that manages the interaction 
between the user and the OS. The shell communicates with 
the operating system by either taking the input from the 
user or a shell script. A shell script is a sequence of system 
commands that are stored in a file.
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2. Types of Operating Systems

Here are the different types of operating systems 
you need to know:

1. Batch OS
2. Time-sharing or multitasking OS
3. Distributed OS
4. Network OS
5. Real-time OS
6. Mobile OS
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Batch OS
The batch operating system does not have a direct 
link with the computer. A different system divides 
and allocates similar tasks into batches for easy 
processing and faster response.
The batch operating system is appropriate for 
lengthy and time-consuming tasks. To avoid slowing 
down a device, each user prepares their tasks 
offline and submits them to an operator. 
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Advantages and Disadvantages of Batch 
Operating Systems

Batch operating systems are used for tasks such as managing payroll 
systems, data entry and bank statements.
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Time-sharing or multitasking OS
The time-sharing operating system, also known as a 
multitasking OS, works by allocating time to a 
particular task and switching between tasks 
frequently. Unlike the batch system, the time-
sharing system allows users to complete their work 
in the system simultaneously.
It allows many users to be distributed across 
various terminals to minimize response time. 
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Advantages and disadvantages of time-
sharing operating systems:
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Distributed OS

This system is based on autonomous but 
interconnected computers communicating with 
each other via communication lines or a shared 
network. Each autonomous system has its own 
processor that may differ in size and function.
A distributed operating system serves multiple 
applications and multiple users in real time. The 
data processing function is then distributed across 
the processors.



HNDIT 3052 Operating Systems

Advantages and disadvantages of distributed 
operating systems:

Distributed operating systems are used for tasks such as
telecommunication networks, airline reservation controls and peer-to-peer
networks.
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Network OS

Network operating systems are installed on a server 
providing users with the capability to manage data, 
user groups and applications. This operating system 
enables users to access and share files and devices 
such as printers, security software and other 
applications, mostly in a local area network. 
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Advantages and disadvantages of network 
operating systems:

Examples of network operating systems include Microsoft Windows, Linux 
and macOS X.
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Real-time OS
Real-time operating systems provide support to real-time 
systems that require observance of strict time 
requirements. The response time between input, processing 
and response is tiny, which is beneficial for processes that 
are highly sensitive and need high precision.
These processes include operating missile systems, medical 
systems or air traffic control systems, where delays may lead 
to loss of life and property. Real-time operating systems may 
either be hard real-time systems or soft real-time systems. 
Hard real-time systems are installed in applications with 
strict time constraints.
The system guarantees the completion of sensitive tasks on 
time. Hard real-time does not have virtual memory. Soft 
real-time systems do not have equally rigid time 
requirements. A critical task gets priority over other tasks.
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Advantages and disadvantages of real-time operating systems:

Real-time operating systems are used for tasks such as scientific
experiments, medical imaging, robotics and air traffic control operations.
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Mobile OS:

Mobile operating systems run exclusively on small 
devices such as smartphones, tablets and 
wearables. The system combines the features of a 
personal computer with additional features useful 
for a handheld device.
Mobile operating systems start when a device is 
powered on to provide access to installed 
applications. Mobile operating systems also 
manage wireless network connectivity.
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Advantages and disadvantages of mobile 
operating systems are:

Examples of mobile operating systems include Android OS, Apple and 
Windows mobile OS.
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Common Operating Systems
Microsoft Windows
Apple iOS
Google Android
Apple macOS
Linux
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Microsoft Windows: Created by Microsoft,
Microsoft Windows is one of the most popular
proprietary operating systems for computers in the
world. Most personal computers come preloaded
with a version of Microsoft Windows. One
downside of Windows is that compatibility with
mobile phones has been problematic.
Apple iOS: Apple iOS from Apple is used on
smartphones and tablets manufactured by the
same company. Users of this system have access to
hundreds of applications. The operating system
offers strong encryption capabilities to control
unauthorized access to users' private data.
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Google Android: Android from Google is the most
popular operating system in the world. It's mainly used
on tablets and smartphones. It also runs on devices
made by other manufacturers. Users have access to
numerous mobile applications available on the Google
Play Store.
Apple macOS: Developed by Apple, this proprietary
operating system runs on the manufacturer's personal
computers and desktops. All Apple and Macintosh
computers come equipped with the latest version of
macOS, previously known as OS X systems. The ability
to prevent bugs and fend off hackers make Apple
operating systems popular with their users.
Linux: Created by the Finnish programmer Linus
Torvalds, Linux is today developed by programmer
collaborators across the world who submit tweaks to
the central kernel software. Linux is popular with
programmers and corporate servers. It is available for
free online.
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Exercise:

HNDIT 3052 Operating Systems

03. Operating System 
Concepts.
(Part -3)
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Topic: PROCESSES AND THREADS

Subtopics: 
The Process Model 
Implementation of Process 
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PROCESSES AND THREADS
This is actually a detailed study of how operating
systems are designed and constructed.
This is actually going to make a detailed study of
how operating systems are designed and
constructed.
The most central concept in any operating system is
the process: an abstraction of a running program
All the other things depend on this concept, and
the operating system designer (and student) should
have a thorough understanding of what a process is
as early as possible.
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Introduction:
Processes are one of the oldest and most important 
abstractions that operating systems provide. They 
support the ability to have (pseudo) concurrent 
operation even when there is only one CPU 
available. 
They turn a single CPU into multiple virtual CPUs. 
Without the process abstraction, modern 
computing could not exist.
In this section it is discussed detail about processes 
and their first relations, threads in the next slide.
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Introduction

Processes are one of the oldest and most important
abstractions that operating systems provide. They
support the ability to have (pseudo) simultaneous
operation even when there is only one CPU
available. They turn a single CPU into multiple
virtual CPUs. Without the process abstraction,
modern computing could not exist.
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PROCESSES:

Process Concept
Process Scheduling
Operations on Processes
Inter-process Communication
Examples of IPC Systems
Communication in Client-Server Systems
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Process Concept
An operating system executes a variety of programs:

Batch system jobs
Time-shared systems user programs or tasks

Textbook uses the terms job and process almost 
interchangeably
Process a program in execution; process execution must 
progress in sequential fashion
Multiple parts

The program code, also called text section
Current activity including program counter, processor registers
Stack containing temporary data

Function parameters, return addresses, local variables
Data section containing global variables
Heap containing memory dynamically allocated during run time
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Process Concept (...)

Program is passive entity stored on disk 
(executable file), process is active 

Program becomes process when executable file loaded 
into memory

Execution of program started via GUI mouse clicks, 
command line entry of its name, etc
One program can be several processes

Consider multiple users executing the same program
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Process in Memory
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Process State

As a process executes, it changes state
new:  The process is being created
running:  Instructions are being executed
waiting:  The process is waiting for some event to occur
ready:  The process is waiting to be assigned to a 
processor
terminated:  The process has finished execution
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Diagram of Process State (Process life cycle)
When a process executes, it passes through different states. These 
stages may differ in different operating systems, and the names of 
these states are also not standardized. 
In general, a process can have one of the following five states at 
lice cycle time.
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Process state /Life Cycle
S/N State & Description 

1. New/ Start 
This is the initial state when a process is first started/created.

2. Ready The process is waiting to be assigned to a processor. Ready 
processes are waiting to have the processor allocated to them by the 
operating system so that they can run. Process may come into this state 
after Start state or while running it by but interrupted by the scheduler to 
assign CPU to some other process.

3. Running Once the process has been assigned to a processor by the OS 
scheduler, the process state is set to running and the processor executes 
its instructions.

4. Waiting Process moves into the waiting state if it needs to wait for a 
resource, such as waiting for user input, or waiting for a file to become 
available.

5. Terminated or Exit Once the process finishes its execution, or it is 
terminated by the operating system, it is moved to the terminated state 
where it waits to be removed from main memory. 
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Process Control Block (PCB)
Information associated with each process 

(also called task control block)

Process state running, waiting, etc

Program counter location of instruction 
to next execute

CPU registers contents of all process-
centric registers

CPU scheduling information- priorities, 
scheduling queue pointers

Memory-management information 
memory allocated to the process

Accounting information CPU used, clock 
time elapsed since start, time limits

I/O status information I/O devices 
allocated to process, list of open files
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PCB..

A Process Control Block is a data structure 
maintained by the Operating System for every 
process. The PCB is identified by an integer process 
ID (PID). A PCB keeps all the information needed to 
keep track of a process as listed below in the table 
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PCB...
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PCB..
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When an operating system is booted, normally various processes 
are created. Some of these are foreground processes, that is, 
processes that interact with (human) users and perform work for 
them. Others are background processes, which are not associated 
with specific users, but instead have some particular function. For 
instance, one background process may be designed to accept 
incoming e-mail, sleeping most of the day but suddenly springing 
to life when incoming e-mail arrives. Another background process 
may be designed to accept incoming requests for Web pages 
hosted on that machine, waking up when a request arrives to 
service the request. Processes that stay in the background to 
handle some activity such as e-mail, Web pages, news, printing, 
and so on are called daemons. Large systems generally have 
dozens of them. In UNIX, the ps program can be used to list the 
running processes. In Windows, the task manager can be used.
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Process Creation:
Operating systems require some way to make 
processes. In very simple systems, or in systems 
designed for running only a single application (e.g., the 
controller in a microwave oven), it may be possible to 
have all the processes that will ever be needed be 
present when the system comes up. In general-purpose 
systems, however, some way is required to create and 
finish processes as required during operation. We will 
now look at some of the issues.
There are four principal events that cause processes to 
be created: 

1 . System initialization.
2 . Execution of a process creation system call by a running 
process.
3 . A user request to create a new process. 
4 . Initiation of a batch job.
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Process Termination:
After a process has been created, it starts running 
and performs whatever its job is. However, nothing 
lasts forever, not even processes. Sooner or later 
the new process will end, generally due to one of 
the following conditions: 

1. Normal exit (voluntary). 
2. Error exit (voluntary). 
3. Fatal error (involuntary). 
4. Killed by another process (involuntary).
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Process Hierarchies:
In some systems, when a process creates another 
process, the parent process and child process continue 
to be connected in certain ways. The child process can 
itself create more processes, forming a process 
hierarchy. Note that unlike plants and animals that use 
sexual reproduction, a process has only one parent (but 
zero, one, two, or more children). 
In UNIX, a process and all of its children and further 
descendants together form a process group. When a 
user sends a signal from the keyboard, the signal is 
delivered to all members of the process group currently 
connected with the keyboard (generally all active 
processes that were created in the current window). 
Individually, each process can catch the signal, ignore 
the signal, or take the default action, which is to be 
killed by the signal.
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Implementation of Processes:
To implement the process model, the operating system 
maintains a table (an array of structures), called the 
process table, with one entry per process. (Some 
authors call these entries process control blocks.) 
This entry includes important information about the 
process state, containing its program counter, stack 
pointer, memory allocation, the status of its open files, 
its accounting and scheduling information, and 
everything else about the process that must be saved 
when the process is switched from running to ready or 
blocked state so that it can be restarted later as if it had 
never been stopped.
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Implementation of Processes...

HNDIT 3052 Operating Systems

Modeling Multiprogramming:

When multiprogramming is used, the CPU utilization 
can be improved. Crudely put, if the average process 
computes only 20% of the time it is sitting in memory, 
with five processes in memory at once, the CPU should 
be busy all the time. This model is unrealistically 
hopeful, however, since it tacitly assumes that all five 
processes will never be waiting for I/O at the same 
time.
A better model is to look at CPU usage from a 
probabilistic viewpoint. Assume that a process spends a 
fraction p of its time waiting for I/O to complete. With 
n processes in memory at once, the probability that all 
n processes are waiting for I/O (in which case the CPU 
will be idle) is pn . 
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The CPU utilization is then given by the formula:
CPU utilization = 1 pn

The following figure shows the CPU utilization as a function of 
n, which is called the degree of multiprogramming.
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From the figure it is clear that if processes spend 80% of their time 
waiting for I/O, at least 10 processes must be in memory at once to get 
the CPU waste below 10%. When you understand that an interactive 
process waiting for a user to type something at a terminal is in I/O wait 
state, it should be clear that I/O wait times of 80% and more are not 
abnormal. But even on servers, processes doing a lot of disk I/O will 
sometimes have this percentage or more.
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The architecture of a PCB is completely dependent on 
Operating System and may contain different 
information in different operating systems. Here is a 
simplified

The diagram of a PCB
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CPU Switch From Process to Process
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NEXT Lesson:

THREADS
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Threads

Topic: Threads 

Subtopics: 
The Thread Model 
POSIX Threads 
Implementation of Thread 
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Threads

What is a Thread?
Let us take an example of a human body. A human 
body has different parts having different 
functionalities which are working parallelly ( 
Eg: Eyes, ears, hands, etc). Similarly in computers, a 
single process might have multiple functionalities 
running parallelly where each functionality can be 
considered as a thread.
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What is Thread in OS?
Thread is a sequential flow of tasks within a 
process. Threads in OS can be of the same or 
different types. Threads are used to increase the 
performance of the applications.
Each thread has its own program counter, stack, 
and set of registers. But the threads of a single 
process might share the same code and 
data/file. Threads are also termed as lightweight 
processes as they share common resources.
Eg: While playing a movie on a device the audio 
and video are controlled by different threads in the 
background.
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Eg: While playing a movie on a device the audio and video are controlled by
different threads in the background.

The above diagram shows the difference between a single-threaded 
process and a multithreaded process and the resources that are shared 
among threads in a multithreaded process.
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Components of Thread
A thread has the following three components:

1. Program Counter
2. Register Set
3. Stack space
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Why do we need Threads?
Threads in the operating system provide multiple 
benefits and improve the overall performance of the 
system. Some of the reasons threads are needed in 
the operating system are:

Since threads use the same data and code, the 
operational cost between threads is low.
Creating and terminating a thread is faster 
compared to creating or terminating a process.
Context switching is faster in threads compared 
to processes.
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Context Switching:
A context switch is a procedure that a CPU
(central processing unit) follows to change from
one task (or process) to another while ensuring that the
tasks do not conflict.
Effective context switching is critical if a computer is to
provide user-friendly multitasking.

In a CPU, the term "context" refers to the data in
the registers and program counter at a specific moment
in time. A register holds the current CPU instruction. A
program counter, also known as an instruction address
register, is a small amount of fast memory that holds
the address of the instruction to be executed
immediately after the current one.
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Context Switching: ...
A context switch can be performed entirely 
in hardware (physical media). Older CPUs, such as 
those in the x86 series, do it that way. 
However, most modern CPUs perform context switches 
by means of software (programming). A modern CPU 
can perform hundreds of context switches per second. 
Therefore, the user gets the impression that the 
computer is performing multiple tasks in 
a parallel fashion, when the CPU actually alternates or 
rotates between or among the tasks at a high rate of 
speed.
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Why Multithreading?
In Multithreading, the idea is to divide a single process 
into multiple threads instead of creating a whole new 
process. Multithreading is done to achieve parallelism 
and to improve the performance of the applications as it 
is faster in many ways which were discussed above. The 
other advantages of multithreading are mentioned 
below.

Resource Sharing: Threads of a single process share the 
same resources such as code, data/file.
Responsiveness: Program responsiveness enables a 
program to run even if part of the program is blocked 
or executing a lengthy operation. Thus, increasing the 
responsiveness to the user.
Economy: It is more economical to use threads as they 
share the resources of a single process. On the other 
hand, creating processes is expensive.
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Process vs Thread
Process simply means any program in execution 
while the thread is a segment of a process. The 
main differences between process and thread are 
mentioned below:
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Process vs. Threads...

The above diagram shows how the resources are shared in two different 
processes vs two threads in a single process.
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Another Different comparison of Thread & Process. 
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Note: In some cases where the thread is processing a bigger workload compared to a 

rare situation and has fewer chances to occur.
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Types of Thread
1. User Level Thread:
2. Kernel level Thread:
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User Threads and Kernel Threads
1. User threads - management done by user-level 

threads library.
Three primary thread libraries:

POSIX Pthreads
Windows threads
Java threads

2. Kernel threads - Supported by the Kernel
Examples virtually all general purpose operating 
systems, including:

Windows 
Solaris
Linux
Tru64 UNIX
Mac OS X
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1. User Level Thread:
User-level threads are implemented and managed by the 
user and the kernel is not aware of it.

User-level threads are implemented using user-level 
libraries and the OS does not recognize these threads.
User-level thread is faster to create and manage 
compared to kernel-level thread.
Context switching in user-level threads is faster.
If one user-level thread performs a blocking operation 
then the entire process gets blocked. 

Eg: POSIX threads, Java threads, etc.
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2. Kernel level Thread:
Kernel level threads are implemented and managed by 
the OS.

Kernel level threads are implemented using system 
calls and Kernel level threads are recognized by the 
OS.
Kernel-level threads are slower to create and manage 
compared to user-level threads.
Context switching in a kernel-level thread is slower.
Even if one kernel-level thread performs a blocking 
operation, it does not affect other threads. Eg: Window 
Solaris.
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The above diagram shows the functioning of user-level threads in user space
and kernel-level threads in kernel space.

HNDIT 3052 Operating Systems

Advantages of Threading:
1. Threads improve the overall performance of a 

program.
2. Threads increases the responsiveness of the 

program
3. Context Switching time in threads is faster.
4. Threads share the same memory and resources 

within a process.
5. Communication is faster in threads.
6. Threads provide concurrency within a process.
7. Enhanced throughput of the system.
8. Since different threads can run parallelly, 

threading enables the utilization of the 
multiprocessor architecture to a greater extent 
and increases efficiency.
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Issues with Threading
There are a number of issues that arise with threading. 
Some of them are mentioned below:

The semantics of fork() and exec() system 
calls: The fork() call is used to create a duplicate child 
process. 
During a fork() call the issue that arises is whether the 
whole process should be duplicated or just the thread 
which made the fork() call should be duplicated.
The exec() call replaces the whole process that called 
it including all the threads in the process with a new 
program.
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Issues with Threading...

Thread cancellation: The termination of a thread 
before its completion is called thread cancellation 
and the terminated thread is termed as target 
thread. Thread cancellation is of two types:

Asynchronous Cancellation: In asynchronous 
cancellation, one thread immediately terminates the 
target thread.
Deferred Cancellation: In deferred cancellation, the 
target thread periodically checks if it should be 
terminated.
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Issues with Threading...

Signal handling: In UNIX systems, a signal is used to 
notify a process that a particular event has 
happened. Based on the source of the signal, signal 
handling can be categorized as:

Asynchronous Signal: The signal which is generated 
outside the process which receives it.
Synchronous Signal: The signal which is generated and 
delivered in the same process.
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The Thread Model

Thread Models in Operating System:
A thread is a light weight process which is similar to 
a process where every process can have one or 
more threads. Each thread contains a Stack and a 
Thread Control Block. There are four basic thread 
models :

1. User Level Single Thread Model :
2. User Level Multi Thread Model :
3. Kernel Level Single Thread Model :
4. Kernel Level Multi Thread Model :
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1. User Level Single Thread Model :
Each process contains a single thread.
Single process is itself a single thread.
process table contains an entry for every process by 
maintaining its PCB.
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2. User Level Multi Thread Model :
Each process contains multiple threads.
All threads of the process are scheduled by a thread 
library at user level.
Thread switching can be done faster than process 
switching.
Thread switching is independent of operating system 
which can be done within a process.
Blocking one thread makes blocking of entire process.
Thread table maintains Thread Control Block of each 
thread of a process.
Thread scheduling happens within a process and not 
known to Kernel.
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2. User Level Multi Thread Model ...
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3. Kernel Level Single Thread Model :
Each process contains a single thread.

Thread used here is kernel level thread.

Process table works as thread table.
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4. Kernel Level Multi Thread Model :
Thread scheduling is done at kernel level.
Fine grain scheduling is done on a thread basis.
If a thread blocks, another thread can be scheduled 
without blocking the whole process.
Thread scheduling at Kernel process is slower 
compared to user level thread scheduling.
Thread switching involves switch.
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4. Kernel Level Multi Thread Model ...
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Multithreading Models
Some operating system provide a combined user 
level thread and Kernel level thread facility. Solaris 
is a good example of this combined approach. In a 
combined system, multiple threads within the same 
application can run in parallel on multiple 
processors and a blocking system call need not 
block the entire process. Multithreading models are 
three types.

1. Many to many relationship.
2. Many to one relationship.
3. One to one relationship.
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i. Many to Many Multithreading Model:
The many-to-many model multiplexes any number 
of user threads onto an equal or smaller number of 
kernel threads.
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i. Many to Many Multithreading Model...
The following diagram shows the many-to-many threading model where 
6 user level threads are multiplexing with 6 kernel level threads. In this 
model, developers can create as many user threads as necessary and 
the corresponding Kernel threads can run in parallel on a 
multiprocessor machine. This model provides the best accuracy on 
concurrency and when a thread performs a blocking system call, the 
kernel can schedule another thread for execution.
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i. Many to Many Multithreading Model...

Allows many user level threads to be mapped to 
many kernel threads

Allows the  operating system to create a sufficient 
number of kernel threads

Solaris prior to version 9

Windows  with the ThreadFiber package.

Fiber:
o A fiber is a unit of execution that must be 

manually scheduled by the application.
o Fibers run in the context of the threads that 

schedule them. 
o Each thread can schedule multiple fibers. In 

general, fibers do not provide advantages 
over a well-designed multithreaded 
application. 

o However, using fibers can make it easier to 
port applications that were designed to 
schedule their own threads.
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ii. Many to One Multithreading Model

Many-to-one model maps many user level threads 
to one Kernel-level thread. Thread management is 
done in user space by the thread library. When 
thread makes a blocking system call, the entire 
process will be blocked. Only one thread can access 
the Kernel at a time, so multiple threads are unable 
to run in parallel on multiprocessors.
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ii. Many to One Multithreading Model...

If the user-level thread libraries are implemented in the 
operating system in such a way that the system does not 
support them, then the Kernel threads use the many-to-one 
relationship modes.
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ii. Many to One Multithreading Model...

Many user-level threads mapped to single 
kernel thread.

One thread blocking causes all to block.

Multiple threads may not run in parallel on 
multicore system because only one may be 
in kernel at a time.

Few systems currently use this model.

Examples:

Solaris Green Threads

GNU Portable Threads
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iii. One to One Multithreading Model

There is one-to-one relationship of user-level 
thread to the kernel-level thread. This model 
provides more concurrency than the many-to-one 
model. It also allows another thread to run when a 
thread makes a blocking system call. It supports 
multiple threads to execute in parallel on 
microprocessors.
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iii. One to One Multithreading Model...

Each user-level thread maps to kernel thread

Creating a user-level thread creates a kernel thread

More concurrency than many-to-one

Number of threads per process sometimes restricted 
due to overhead

Examples

Windows

Linux

Solaris 9 and later
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iii. One to One Multithreading Model...
Disadvantage of this model is that creating user thread 
requires the corresponding Kernel thread. OS/2, windows 
NT and windows 2000 use one to one relationship model.
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(iv). Two-level Model (similar ti many to many model, but:)

Similar to M:M, except that it allows a user thread 
to be bound to kernel thread
Examples

IRIX
HP-UX
Tru64 UNIX
Solaris 8 and earlier
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How multiprogramming of processes works?
When a multithreaded process is run on a single-CPU 
system, the threads take turns running. 
In Fig. 2-1 (next slide) , we saw how multiprogramming 
of processes works. 
By switching back and forth among multiple processes, 
the system gives the illusion of separate sequential 
processes running in parallel. 
Multithreading works the same way. The CPU switches 
rapidly back and forth among the threads, providing the 
illusion that the threads are running in parallel, albeit 
on a slower CPU than the real one. With three 
compute-bound threads in a process, the threads 
would appear to be running in parallel, each one on a 
CPU with one-third the speed of the real CPU.
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How multiprogramming of processes works?
Different threads in a process are not as independent as different processes. 
All      threads have exactly the same address space, which means that they 
also share the same global variables. Since every thread can access every 

There is no protection between threads because 
(1) it is impossible, and 
(2) it should not be necessary.
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Each thread has its own stack. Give the reason.
Each thread has its own stack, as illustrated in Fig. 2-13 in 
next slide. 

contains one frame for each procedure 
called but not yet returned from. 
This frame contains the local variables and the 
return address to use when the procedure call has finished. 
Example:

If procedure X calls procedure Y and,
Y calls procedure Z, then 
while Z is executing, 
the frames for X, Y, and Z will all be on the stack. 

Each thread will generally call different procedures and thus 
have a different execution history. 
This is why each thread needs its own stack.
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Each thread has its own stack. Give the reason...

Example:
If procedure X calls procedure Y and,
Y calls procedure Z, then 
while Z is executing, 
the frames for X, Y, and Z will all be on the stack. 

Each thread will generally call different procedures and thus have a different 
execution history. 

This is why each thread needs its own stack.
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Thread Libraries
Thread library provides programmer with API for 
creating and managing threads
Two primary ways of implementing

Library entirely in user space
Kernel-level library supported by the OS
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POSIX Threads (Pthreads)

May be provided either as user-level or kernel-level
A POSIX standard (IEEE 1003.1c) API for thread 
creation and synchronization
Specification, not implementation
API specifies behavior of the thread library, 
implementation is up to development of the library
Common in UNIX operating systems (Solaris, Linux, 
Mac OS X)
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POSIX Threads in OS :
The POSIX thread libraries are a C/C++ thread API based 
on standards. It enables the creation of a new 
concurrent process flow. It works well on multi-
processor or multi-core systems, where the process 
flow may be scheduled to execute on another 
processor, increasing speed through parallel or 
distributed processing. Because the system does not 
create a new system, virtual memory space and 
environment for the process, threads needless 

While multiprocessor systems are the most effective, 
benefits can also be obtained on uniprocessor systems 
that leverage delay in I/O and other system processes 
that may impede process execution.
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POSIX Threads in OS :
To utilise the PThread interfaces, we must include the 
header pthread.h at the start of the CPP script.

PThreads is a highly concrete multithreading system that is 

PThreads is an abbreviation for POSIX threads, and POSIX is 
an abbreviation for Portable Operating System Interface, 
which is a type of interface that the operating system must 
implement. 
PThreads in POSIX outline the threading APIs that the 
operating system must provide.

#include <pthread.h>
#include <pthread.h>
#include <pthread.h>

#include <pthread.h>
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Why is Pthreads used?
The fundamental purpose for adopting Pthreads is to improve 
programme performance.
When compared to the expense of starting and administering a 
process, a thread requires far less operating system overhead. Thread 
management takes fewer system resources than process management.

-thread 
communication is more efficient and, in many circumstances, more 
user-friendly than inter-process communication.
Threaded applications provide possible performance increases and 
practical advantages over non-threaded programmes in a variety of 
ways.
Multi-threaded programmes will run on a single-processor system but 
will automatically make use of a multiprocessor machine without the 
need for recompilation.
The most significant reason for employing Pthreads in a 
multiprocessor system is to take advantage of possible parallelism. 
In order for a programme to use Pthreads, it must be divided into 
discrete, independent tasks that may run concurrently.
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Implementation of Thread

There are two ways to implement a thread, 
they're either in user space or in the Kernel. 
The corresponding code and the data structures 
used are stored in the user space. If an API is 
invoked, it results in a local system call in user 
space, rather than a system call.
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Implementation of User-level Threads

Implementation at user-level
User-level Thread Control Block (TCB), ready 

queue, blocked queue, and dispatcher.
Kernel has no knowledge of the threads (it only 

sees a single process).
If a thread blocks waiting for a resource held by 

another thread, its state is save and the 
dispatcher switches to another ready thread.

Thread management (create, exit, yield, wait) 
are implemented in a runtime support library.
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Pros - User-level Threads
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Cons - User-level Threads
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Cons - User-level Threads
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Topic: 
Process Synchronization 

Subtopics: 
Race Conditions 
Critical Section Problem 

Objectives Expected

To present the concept of process synchronization.

To present the concept of Race Condition.

To present the concept of Critical Section Problem.

Peterson solution for critical section problem.

Present the Classical problems of synchronization.

Bounded-Buffer Problem

Readers and Writers Problem

Dining-Philosophers Problem

Introduction of Process Synchronization

Process Synchronization is the coordination of execution of multiple processes 

in a multi-process system to ensure that they access shared resources in a 

controlled and predictable manner. It aims to resolve the problem of race 

conditions and other synchronization issues in a concurrent system.

The main objective of process synchronization is to ensure that multiple 

processes access shared resources without interfering with each other and to 

prevent the possibility of inconsistent data due to concurrent access. To achieve 

this, various synchronization techniques such as semaphores, monitors, and 

critical sections are used.



Introduction of Process Synchronization . .

In a multi-process system, synchronization is necessary to ensure data

consistency and integrity, and to avoid the risk of deadlocks and other

synchronization problems.

Process synchronization is an important aspect of modern operating systems,

and it plays a crucial role in ensuring the correct and efficient functioning of multi-

process systems.

On the basis of synchronization, processes are 
categorized as one of the following two types:

Independent Process: The execution of one process does not affect the 
execution of other processes.

Cooperative Process: A process that can affect or be affected by other 
processes executing in the system.

Process synchronization problem arises in the case of Cooperative processes also 
because resources are shared in Cooperative processes.

1. Race Condition

When more than one process is executing the same code or accessing 
the same memory or any shared variable in that condition there is a 
possibility that the output or the value of the shared variable is wrong so 
for that all the processes doing the race to say that my output is correct 
this condition known as a race condition. 

Several processes access and process the manipulations over the same 
data concurrently, and then the outcome depends on the particular order 
in which the access takes place. 

A race condition is a situation that may occur inside a critical section. 
This happens when the result of multiple thread execution in the critical 
section differs according to the order in which the threads execute. 

Race conditions in critical sections can be avoided if the critical section is 
treated as an atomic instruction. Also, proper thread synchronization 
using locks or atomic variables can prevent race conditions.

Example (Race Condition)

(shared=10), both processes are present in queue and waiting for their turn to 

be executed. 

Suppose, Process P1 first come under execution, and the CPU store a common 

variable between them (shared=10) in the local variable (X=10) and increment it 

by 1(X=11), after then when the CPU read line sleep(1),it switches from current 

process P1 to process P2 present in ready-queue. 

The process P1 goes in a waiting state for 1 second.

(continue to next slide. . .)



Example (Race Condition) . . .

Now CPU execute the Process P2 line by line and store common variable 

(Shared=10) in its local variable (Y=10) and decrement Y by 1(Y=9), 

after then when CPU read sleep(1), the current process P2 goes in waiting for 

state and CPU remains idle for some time as there is no process in ready-queue, 

after completion of 1 second of process P1 when it comes in ready-queue, CPU 

takes the process P1 under execution and execute the remaining line of code 

(store the local variable (X=11) in common variable (shared=11) ), CPU remain 

idle for sometime waiting for any process in ready-queue,

after completion of 1 second of Process P2, when process P2 comes in ready-

queue, CPU start executing the further remaining line of Process P2(store the 

local variable (Y=9) in common variable (shared=9) ).

Initially Shared = 10

Note: We are assuming the final value of a 
common variable(shared) after execution of 
Process P1 and Process P2 is 10 (as 
Process P1 increment variable (shared=10) 
by 1 and Process P2 decrement variable 
(shared=11) by 1 and finally it becomes 
shared=10). 

But we are getting undesired value due to a 
lack of proper synchronization.

Actual meaning of race-condition

If the order of execution of the process(first P1 -> then P2) then we will get the 
value of common variable (shared) =9.

If the order of execution of the process(first P2 -> then P1) then we will get the 
final value of common variable (shared) =11.

Here the (value1 = 9) and (value2=10) are racing, If we execute these two 
processes in our computer system then sometime we will get 9 and sometime we 
will get 10 as the final value of a common variable(shared). This phenomenon is 
called race condition.

2. Critical Section Problem

A critical section is a code 
segment that can be accessed 
by only one process at a time. 
The critical section contains 
shared variables that need to be 
synchronized to maintain the 
consistency of data variables. 

So the critical section problem 
means designing a way for 
cooperative processes to 
access shared resources 
without creating data 
inconsistencies.

In the entry section, the process requests for entry in the Critical 
Section.



Any solution to the critical section problem must 
satisfy three requirements:

Mutual Exclusion: If a process is executing in its critical section, then no other 
process is allowed to execute in the critical section.

Progress: If no process is executing in the critical section and other processes 
are waiting outside the critical section, then only those processes that are not 
executing in their remainder section can participate in deciding which will enter 
the critical section next, and the selection can not be postponed indefinitely.

Bounded Waiting: A bound must exist on the number of times that other 
processes are allowed to enter their critical sections after a process has made a 
request to enter its critical section and before that request is granted.

-based solution to the critical section 

boolean flag[i]: Initialized to FALSE, initially no one is interested in entering the 
critical section

int turn: The process whose turn is to enter the critical section.

conditions
Mutual Exclusion is assured as only one process can access the critical 
section at any time.

Progress is also assured, as a process outside the critical section does not 
block other processes from entering the critical section.

Bounded Waiting is preserved as every process gets a fair chance.

-

because it wastes CPU cycles that could be used to perform other tasks.)

It is limited to 2 processes.



Classical Problems of Synchronization

Classical problems used to test newly-proposed synchronization 
schemes

Bounded-Buffer Problem

Readers and Writers Problem

Dining-Philosophers Problem

Bounded-Buffer Problem

n buffers, each can hold one item

Semaphore mutex initialized to the value 1

Semaphore full initialized to the value 0

Semaphore empty initialized to the value n

Readers-Writers Problem

A data set is shared among a number of concurrent processes

Readers only read the data set; they do not perform any updates

Writers   can both read and write

Problem allow multiple readers to read at the same time

Only one single writer can access the shared data at the same time

Several variations of how readers and writers are considered  all 
involve some form of priorities

Shared Data

Data set

Semaphore rw_mutex initialized to 1

Semaphore mutex initialized to 1

Integer read_count initialized to 0

Readers-Writers Problem Variations

First  variation no reader kept waiting unless writer has 
permission to use shared object

Second variation once writer is ready, it performs the 
write ASAP

Both may have starvation leading to even more variations

Problem is solved on some systems by kernel providing 
reader-writer locks



Dining-Philosophers Problem

Philosophers spend their lives alternating thinking and eating

t interact with their neighbors, occasionally try to pick up 2 
chopsticks (one at a time) to eat from bowl

Need both to eat, then release both when done

In the case of 5 philosophers

Shared data 

Bowl of rice (data set)

Semaphore chopstick [5] initialized to 1

Dining-Philosophers Problem Algorithm (Cont.)

Deadlock handling

Allow at most 4 philosophers to be sitting 
simultaneously at  the table.

Allow a philosopher to pick up  the forks only if both 
are available (picking must be done in a critical 
section.

Use an asymmetric solution  -- an odd-numbered  
philosopher picks  up first the left chopstick and then 
the right chopstick. Even-numbered  philosopher picks  
up first the right chopstick and then the left chopstick. 

Each philosopher i invokes the operations pickup() and 
putdown() in the following sequence:

              DiningPhilosophers.pickup(i);

                   EAT

              DiningPhilosophers.putdown(i);

No deadlock, but starvation is possible

       

Solution to Dining Philosophers (Cont.)

Advantages & Disadvantages of Process Synchronization

Advantages of Process Synchronization

Ensures data consistency and integrity

Avoids race conditions

Prevents inconsistent data due to concurrent 
access

Supports efficient and effective use of shared 
resources

Disadvantages of Process Synchronization

Adds overhead to the system

This can lead to performance degradation

Increases the complexity of the system

Can cause deadlocks if not implemented properly.



Problem and Answers

1. What is the main objective of process synchronization in a multi-process 
system?

Answer: A multi-
and predict shared resource access. It prevents race situations and other 
synchronization concerns to maintain data integrity and avoid deadlocks.

2. What are the key requirements that any solution to the critical section problem 
must satisfy?

Answer:

The crucial section problem solution must meet three criteria:

Mutual Exclusion: Only one process can run in its critical section.

Progress: Only processes not in their remainder sections can select the next 
process to enter the critical section if no process is in it and others are 
waiting.

Bounded Waiting: The number of times a process can enter its crucial 
phase after making a request must be limited before it is granted.

Next Process Synchronization
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Topic: Process Scheduling
Subtopics:

1. Introduction to Scheduling
2. Scheduling Algorithms
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Chapter 6: CPU Scheduling

Basic Concepts and Introduction
Scheduling Criteria 
Scheduling Algorithms
Thread Scheduling
Multiple-Processor Scheduling
Real-Time CPU Scheduling
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Objectives
To introduce CPU scheduling, which is the basis 
for multiprogrammed operating systems
To describe various CPU-scheduling algorithms
To discuss evaluation criteria for selecting a 
CPU-scheduling algorithm for a particular 
system
To examine the scheduling algorithms of 
several operating systems
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What is a process?
In computing, a process is the instance of a computer 
program that is being executed by one or many 
threads. It contains the program code and its activity. 
Depending on the operating system (OS), a process 
may be made up of multiple threads of execution that 
execute instructions concurrently.
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How is process memory used for efficient operation?

The process memory is divided into four sections for efficient 
operation:

The text category is composed of integrated program code, 
which is read from fixed storage when the program is 
launched.
The data class is made up of global and static variables, 
distributed and executed before the main action.
Heap is used for flexible, or dynamic memory allocation 
and is managed by calls to new, delete, malloc, free, etc.
The stack is used for local variables. The space in the stack 
is reserved for local variables when it is announced.
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States of a Process in Operating Systems
A process has several stages that it passes through 
from beginning to end. There must be a minimum of 
five states. Even though during execution, the process 
could be in one of these states, the names of the 
states are not standardized. Each process goes through 
several stages throughout its life cycle.
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Process States in Operating System

The states of a process are as follows:
New (Create): In this step, the process is about to be created but not yet created. It is the 
program that is present in secondary memory that will be picked up by OS to create the process.

Ready: New -> Ready to run. After the creation of a process, the process enters the ready state 
i.e. the process is loaded into the main memory. The process here is ready to run and is waiting 
to get the CPU time for its execution. Processes that are ready for execution by the CPU are 
maintained in a queue called ready queue for ready processes.

Run: The process is chosen from the ready queue by the CPU for execution and the instructions 
within the process are executed by any one of the available CPU cores.

Blocked or Wait: Whenever the process requests access to I/O or needs input from the user or 
needs access to a critical region(the lock for which is already acquired) it enters the blocked or 
waits for the state. The process continues to wait in the main memory and does not require 
CPU. Once the I/O operation is completed the process goes to the ready state.

Terminated or Completed: Process is killed as well as PCB is deleted. The resources allocated to 
the process will be released or deallocated.

Suspend Ready: Process that was initially in the ready state but was swapped out of main 
memory(refer to Virtual Memory topic) and placed onto external storage by the scheduler is 
said to be in suspend ready state. The process will transition back to a ready state whenever the 
process is again brought onto the main memory.

Suspend wait or suspend blocked: Similar to suspend ready but uses the process which was 
performing I/O operation and lack of main memory caused them to move to secondary memory. 
When work is finished it may go to suspend ready.
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CPU and I/O Bound Processes: If the process is intensive in terms of CPU 
operations, then it is called CPU bound process. Similarly, If the process is 
intensive in terms of I/O operations then it is called I/O bound process.
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How does a process move between different states in 
an operating system?
A process can move between different states in an 
operating system based on its execution status and 
resource availability. Here are some examples of how a 
process can move between different states:
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How does a process move between different states in an operating
system?

New to ready: When a process is created, it is in a new state. It moves to the 
ready state when the operating system has allocated resources to it and it is 
ready to be executed.
Ready to running: When the CPU becomes available, the operating system 
selects a process from the ready queue depending on various scheduling 
algorithms and moves it to the running state.
Running to blocked: When a process needs to wait for an event to occur (I/O 
operation or system call), it moves to the blocked state. For example, if a 
process needs to wait for user input, it moves to the blocked state until the 
user provides the input.
Running to ready: When a running process is preempted by the operating 
system, it moves to the ready state. For example, if a higher-priority process 
becomes ready, the operating system may preempt the running process and 
move it to the ready state.
Blocked to ready: When the event a blocked process was waiting for occurs, 
the process moves to the ready state. For example, if a process was waiting 
for user input and the input is provided, it moves to the ready state.
Running to terminated: When a process completes its execution or is 
terminated by the operating system, it moves to the terminated state.
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What is Process Scheduling?
Process Scheduling is the process of the process 
manager handling the removal of an active process 
from the CPU and selecting another process based on 
a specific strategy.
Process Scheduling is an integral part of Multi-
programming applications. Such operating systems 
allow more than one process to be loaded into usable 
memory at a time and the loaded shared CPU process 
uses repetition time.
There are three types of process schedulers:

1. Long term or Job Scheduler
2. Short term or CPU Scheduler
3. Medium-term Scheduler
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Why do we need to schedule processes?
Scheduling is important in many different computer
environments. One of the most important areas is
scheduling which programs will work on the CPU. This
task is handled by the Operating System (OS) of the
computer and there are many different ways in which
we can choose to configure programs.
Process Scheduling allows the OS to allocate CPU time
for each process. Another important reason to use a
process scheduling system is that it keeps the CPU
busy at all times. This allows you to get less response
time for programs.
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What is the need for CPU scheduling algorithm?

CPU scheduling is the process of deciding which process 
will own the CPU to use while another process is 
suspended. The main function of the CPU scheduling is to 
ensure that whenever the CPU remains idle, the OS has at 
least selected one of the processes available in the ready-
to-use line.
In Multiprogramming, if the long-term scheduler selects 
multiple I / O binding processes then most of the time, the 
CPU remains an idle. The function of an effective program 
is to improve resource utilization.
If most operating systems change their status from 
performance to waiting then there may always be a chance 
of failure in the system. So in order to minimize this excess, 
the OS needs to schedule tasks in order to make full use of 
the CPU and avoid the possibility of deadlock.
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What are the different terminologies to take care of in
any CPU Scheduling algorithm?

Arrival Time: Time at which the process arrives in the 
ready queue.
Completion Time: Time at which process completes its 
execution.
Burst Time: Time required by a process for CPU execution.
Turn Around Time: Time Difference between completion 
time and arrival time.

Turn Around Time = Completion Time Arrival Time
Waiting Time(W.T): Time Difference between turn around 
time and burst time.

Waiting Time = Turn Around Time Burst Time
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What are the different types of CPU Scheduling Algorithms?

There are mainly two types of scheduling methods:
Preemptive Scheduling: Preemptive scheduling is used 
when a process switches from running state to ready 
state or from the waiting state to the ready state.
Non-Preemptive Scheduling: Non-Preemptive 
scheduling is used when a process terminates , or 
when a process switches from running state to waiting 
state.
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Classification of different types of CPU Scheduling
Algorithms?

Different types of CPU Scheduling Algorithms
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Basic Concepts
Maximum CPU 
utilization obtained with 
multiprogramming
CPU I/O Burst Cycle 
Process execution 
consists of a cycle of 
CPU execution and I/O 
wait
CPU burst followed by 
I/O burst
CPU burst distribution is 
of main concern
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About CPU scheduling algorithms in operating
systems:

1. First Come First Serve(FCFS).
2. Shortest Job First(SJF).
3. Priority Scheduling.
4. Round robin.
5. Shortest Remaining Time First.
6. etc..

In this section we discuss only No.1 and No.5
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1. First Come First Serve(FCFS).
FCFS considered to be the simplest of all operating system 
scheduling algorithms. First come first serve scheduling 
algorithm states that the process that requests the CPU first 
is allocated the CPU first and is implemented by using FIFO 
queue.
Characteristics of FCFS:

FCFS supports non-preemptive and preemptive CPU 
scheduling algorithms.
Tasks are always executed on a First-come, First-
serve concept.
FCFS is easy to implement and use.
This algorithm is not much efficient in performance, 
and the wait time is quite high.
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Advantages and Disadvantages of FCFS:

Advantages of FCFS:
Easy to implement.
First come, first serve method.

Disadvantages of FCFS:
FCFS suffers from Convoy effect.
The average waiting time is much higher than the 
other algorithms.
FCFS is very simple and easy to implement and 
hence not much efficient.
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1. Example-01: First- Come, First-Served (FCFS) Scheduling

Process Burst Time
P1 24
P2 3
P3 3

Suppose that the processes arrive in the order: P1 , P2 , P3  The Gantt Chart for the schedule is:

Waiting time for P1 = 0; P2 = 24; P3 = 27
Average waiting time:  (0 + 24 + 27)/3 = 17

P P P1 2 3

0 24 3027
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FCFS Scheduling (Cont.)
Suppose that the processes arrive in the order:

P2 , P3 , P1

The Gantt chart for the schedule is:

Waiting time for P1 = 6; P2 = 0; P3 = 3
Average waiting time:   (6 + 0 + 3)/3 = 3
Much better than previous case
Convoy effect - short process behind long process

Consider one CPU-bound and many I/O-bound processes

P1

0 3 6 30

P2 P3
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5. Example of Shortest-remaining-time-first

Now we add the concepts of varying arrival times and 
preemption to the analysis

Processarri Arrival TimeT Burst Time
P1 0 8
P2 1 4
P3 2 9
P4 3 5

Preemptive SJF Gantt Chart

Average waiting time = [(10-1)+(1-1)+(17-2)+5-3)]/4 = 26/4 = 
6.5 msec
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End of Chapter PROCESS/ CPU
SCHEDULING
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Definition. A deadlock is a condition that may happen in 
a system composed of multiple processes that can access 
shared resources. A deadlock is said to occur when two or 
more processes are waiting for each other to release a 
resource. None of the processes can make any progress.
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Topic: 
Deadlocks 

Subtopics: 
1. Introduction to Deadlocks 
2. Deadlock Detection and Recovery 
3. Deadlock Avoidance 
4. Deadlock Prevention 
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Introduction of Deadlock in Operating System

A deadlock is a situation in which two computer programs 
sharing the same resource are effectively preventing each 
other from accessing the resource, resulting in both programs 
ceasing to function. 
The earliest computer operating systems ran only one 
program at a time. All of the resources of the system were 
available to this one program. 
Later, operating systems ran multiple programs at once, 
interleaving them. Programs were required to specify in 
advance what resources they needed so that they could avoid 
conflicts with other programs running at the same time.
Eventually some operating systems offered dynamic allocation 
of resources. Programs could request further allocations of 
resources after they had begun running. This led to the 
problem of the deadlock.
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Here is the simplest example:
Program 1 requests resource A and receives it.

Program 2 requests resource B and receives it.

Program 1 requests resource B and is queued up, pending the release of B.

Program 2 requests resource A and is queued up, pending the release of A.

Now neither program can proceed until the other 
program releases a resource. The operating system 
cannot know what action to take. At this point the only 
alternative is to abort (stop) one of the programs.
Learning to deal with deadlocks had a major impact on 
the development of operating systems and the structure 
of databases. Data was structured and the order of 
requests was constrained in order to avoid creating 
deadlocks.
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How does it uses resources in Operating Systems?

A process in operating system uses resources in the 
following way.

1. Requests a resource
2. Use the resource
3. Releases the resource
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A Deadlock
A deadlock is a situation where a set of processes are 
blocked because each process is holding a resource and 
waiting for another resource acquired by some other 
process.
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Deadlock Example:
Consider an example when two 
trains are coming toward each 
other on the same track and 
there is only one track, none of 
the trains can move once they are 
in front of each other. 

A similar situation occurs in 
operating systems when there are 
two or more processes that hold 
some resources and wait for 
resources held by other(s). 

For example, in the below 
diagram, Process 1 is holding 
Resource 1 and waiting for 
resource 2 which is acquired by 
process 2, and process 2 is 
waiting for resource 1.
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Examples Of Deadlock
1. The system has 2 tape drives. P1 and P2 each hold one tape drive and each 

needs another one.
2. Semaphores A and B, initialized to 1, P0, and P1 are in deadlock as follows:

P0 executes wait(A) and preempts.
P1 executes wait(B).
Now P0 and P1 enter in deadlock.

3. Assume the space is available for 
allocation of 200K bytes, and the following 
sequence of events occurs.

Deadlock occurs if both processes 
progress to their second request.
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Deadlock can arise if the following four conditions hold simultaneously
(Necessary Conditions):

1. Mutual Exclusion: Two or more resources are non-
shareable (Only one process can use at a time).

2. Hold and Wait: A process is holding at least one 
resource and waiting for resources.

3. No Preemption: A resource cannot be taken from a 
process unless the process releases the resource.

4. Circular Wait: A set of processes waiting for each other 
in circular form.
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Methods for handling deadlock
There are three ways to handle deadlock .

1. Deadlock prevention or avoidance:
2. Deadlock detection and recovery:
3. Deadlock ignorance:
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1) Deadlock prevention or avoidance:
1.1 Prevention:

The idea is to not let the system into a deadlock state. This 
system will make sure that above mentioned four conditions 
will not arise. These techniques are very costly so we use this 
in cases where our priority is making a system deadlock-free.
One can zoom into each category individually, Prevention is 
done by negating one of the above-mentioned necessary 
conditions for deadlock. 
Prevention can be done in four different ways:

1.1.1. Eliminate mutual exclusion 
1.1.2. Solve hold and Wait 
1.1.3. Allow preemption
1.1.4. Circular wait Solution
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Deadlock Prevention

Mutual Exclusion not required for sharable 
resources (e.g., read-only files); must hold for 
non-sharable resources
Hold and Wait must guarantee that 
whenever a process requests a resource, it 
does not hold any other resources

Require process to request and be allocated all its 
resources before it begins execution, or allow 
process to request resources only when the 
process has none allocated to it.
Low resource utilization; starvation possible

Restrain the ways request can be made
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Deadlock Prevention (Cont.)

No Preemption
If a process that is holding some resources requests 
another resource that cannot be immediately 
allocated to it, then all resources currently being 
held are released
Preempted resources are added to the list of 
resources for which the process is waiting
Process will be restarted only when it can regain its 
old resources, as well as the new ones that it is 
requesting

Circular Wait impose a total ordering of all 
resource types, and require that each process 
requests resources in an increasing order of 
enumeration
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1.2 Avoidance:

Avoidance is kind of futuristic. By using the strategy of 

We need to ensure that all information about resources 
that the process will need is known to us before the 
execution of the process. 
We use 
(Which is in turn a gift from Dijkstra) to avoid deadlock.

In prevention and avoidance, we get the correctness of 
data but performance decreases.
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2) Deadlock detection and recovery:

If Deadlock prevention or avoidance is not applied to the 
software then we can handle this by deadlock detection 
and recovery. which consist of two phases:

1. In the first phase, we examine the state of the process 
and check whether there is a deadlock or not in the 
system.

2. If found deadlock in the first phase then we apply the 
algorithm for recovery of the deadlock.

In Deadlock detection and recovery, we get the 
correctness of data but performance decreases.
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3) Deadlock ignorance:

If a deadlock is very rare, then let it happen and reboot the 
system. This is the approach that both Windows and UNIX 
take. we use the ostrich algorithm for deadlock ignorance.
In Deadlock, ignorance performance is better than the above 
two methods but the correctness of data.

Safe State: A safe state can be defined as a state in which there 
is no deadlock. It is achievable if:
1. If a process needs an unavailable resource, it may wait until 

the same has been released by a process to which it has 
already been allocated. if such a sequence does not exist, it 
is an unsafe state.

2. All the requested resources are allocated to the process.
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Deadlocks
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Deadlocks

System Model
Deadlock Characterization
Methods for Handling Deadlocks
Deadlock Prevention
Deadlock Avoidance
Deadlock Detection 
Recovery from Deadlock 
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Section Objectives

To develop a description of deadlocks, 
which prevent sets of concurrent processes 
from completing their tasks.
To present a number of different methods 
for preventing or avoiding deadlocks in a 
computer system.
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System Model

System consists of resources
Resource types R1, R2, . . ., Rm

CPU cycles, memory space, I/O devices

Each resource type Ri has Wi instances.
Each process utilizes a resource as follows:

request 
use 
release
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Deadlock Characterization

Mutual exclusion: only one process at a time 
can use a resource
Hold and wait: a process holding at least one 
resource is waiting to acquire additional 
resources held by other processes
No preemption: a resource can be released 
only voluntarily by the process holding it, after 
that process has completed its task
Circular wait: there exists a set {P0, P1 Pn} 
of waiting processes such that P0 is waiting for 
a resource that is held by P1, P1 is waiting for a 
resource that is held by P2 Pn 1 is waiting 
for a resource that is held by Pn, and Pn is 
waiting for a resource that is held by P0.

Deadlock can arise if four conditions hold simultaneously.
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Deadlock with Mutex Locks

Deadlocks can occur via system calls, locking, etc.
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Resource-Allocation Graph

V is partitioned into two types:
P = {P1, P2 Pn}, the set consisting of all the 
processes in the system

R = {R1, R2 Rm}, the set consisting of all 
resource types in the system

request edge directed edge Pi Rj

assignment edge directed edge Rj Pi

A set of vertices V and a set of edges E.
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Resource-Allocation Graph (Cont.)

Process

Resource Type with 4 instances

Pi requests instance of Rj

Pi is holding an instance of Rj

Pi

Rj

Pi

Rj
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Example of a Resource Allocation Graph
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Resource Allocation Graph With A Deadlock
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Graph With A Cycle But No Deadlock
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Basic Facts

If graph contains no cycles no 
deadlock
If graph contains a cycle 

if only one instance per resource type, then 
deadlock
if several instances per resource type, 
possibility of deadlock
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Multiple instances

Each process must a priori claim maximum 
use

When a process requests a resource it may 
have to wait  

When a process gets all its resources it 
must return them in a finite amount of time
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Data Structures for the Banker s Algorithm 

Available: Vector of length m. If available [j] = k, 
there are k instances of resource type Rj available

Max: n x m matrix.  If Max [i,j] = k, then process Pi
may request at most k instances of resource type Rj

Allocation:  n x m matrix.  If Allocation[i,j] = k then
Pi is currently allocated k instances of Rj

Need:  n x m matrix. If Need[i,j] = k, then Pi may 
need k more instances of Rj to complete its task

Need [i,j] = Max[i,j] Allocation [i,j]

Let n = number of processes, and m = number of resources types. 
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Example of Banker s Algorithm

5 processes P0  through P4; 
3 resource types:

A (10 instances),  B (5instances), and C (7 instances)
Snapshot at time T0:

Allocation Max Available
A B C A B C A B C

P0 0 1 0 7 5 3 3 3 2
P1 2 0 0 3 2 2  
P2 3 0 2 9 0 2
P3 2 1 1 2 2 2
P4 0 0 2 4 3 3  
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Example (Cont.)
The content of the matrix Need is defined to be Max
Allocation

Need
A B C

P0 7 4 3 
P1 1 2 2 
P2 6 0 0 
P3 0 1 1
P4 4 3 1 

The system is in a safe state since the sequence < P1, P3, P4, 
P2, P0> satisfies safety criteria
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NEXT Memory Management 
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Week-07: Memory Management

Subtopics: 
1. The Notion of an Address Space 
2. Swapping 
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The Background of Main Memory

Program must be brought (from disk)  into memory and placed 
within a process for it to be run

Main memory and registers are only storage CPU can access 
directly

Memory unit only sees a stream of addresses + read requests, or 
address + data and write requests

Register access in one CPU clock (or less)

Main memory can take many cycles, causing a stall

Cache sits between main memory and CPU registers

Protection of memory required to ensure correct operation
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Memory Management
Memory management is the process of controlling and 
coordinating a computer's main memory. 
It ensures that blocks of memory space are:

properly managed and 
Allocated

so the 
1. operating system (OS), 
2. applications and 
3. other running processes 
have the memory they need to carry out their 
operations.
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Memory Management in Operating System

The term memory can be defined as a collection of data in a 
specific format. 
It is used to store instructions and process data. 
The memory comprises a large array or group of words or bytes, 
each with its own location. 
The primary purpose of a computer system is to execute programs. 
These programs, along with the information they access, should be 
in the main memory during execution. 
The CPU fetches instructions from memory according to the value 
of the program counter.

To achieve a degree of multiprogramming and proper utilization of 
memory, memory management is important. 
Many memory management methods exist, reflecting various 
approaches, and the effectiveness of each algorithm depends on 
the situation.
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What is Main Memory?
The main memory is central to the operation of a Modern 
Computer. 
Main Memory is a large array of words or bytes, ranging in size 
from hundreds of thousands to billions. 
Main memory is a repository of rapidly available information 
shared by the CPU and I/O devices. 
Main memory is the place where programs and information are 
kept when the processor is effectively utilizing them.
Main memory is associated with the processor, so moving 
instructions and information into and out of the processor is 
extremely fast. 
Main memory is also known as RAM (Random Access Memory). 
This memory is volatile. RAM loses its data when a power 
interruption occurs.

HNDIT 3052 Operating Systems

HNDIT 3052 Operating Systems

What is Memory Management?
In a multiprogramming computer, the Operating 
System resides in a part of memory, and the rest is used 
by multiple processes. The task of subdividing the 
memory among different processes is called Memory 
Management. Memory management is a method in the 
operating system to manage operations between main 
memory and disk during process execution. The main aim 
of memory management is to achieve efficient utilization 
of memory. 
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Why Memory Management is Required?

Allocate and de-allocate memory before and after process 
execution.
To keep track of used memory space by processes.
To minimize fragmentation issues.
To proper utilization of main memory.
To maintain data integrity while executing of process.
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Address Spaces
1. Logical Address Space and
2. Physical Address Space
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Logical and Physical Address Space
1. Logical Address Space: An address generated by the CPU is 

Virtual 
address. Logical address space can be defined as the size of 
the process. A logical address can be changed.

2. Physical Address Space: An address seen by the memory 
unit (i.e the one loaded into the memory address register of 

A Physical address is also known as a Real address. The set 
of all physical addresses corresponding to these logical 
addresses is known as Physical address space. A physical 
address is computed by MMU. 
The run-time mapping from virtual to physical addresses is 
done by a hardware device Memory Management 
Unit(MMU). The physical address always remains constant.
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Base and Limit Registers
A pair of base and limit registers define the logical 
address space.
CPU must check every memory access generated in 
user mode to be sure it is between base and limit for 
that user.
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Hardware Address Protection
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Address Binding

Programs on disk, ready to be brought into memory to execute form an input queue
Without support, must be loaded into address 0000

Inconvenient to have first user process physical address always at 0000 
How can it not be?

Further, addresses represented in different ways at different stages of a program s 
life

Source code addresses usually symbolic
Compiled code addresses bind to relocatable addresses

i.e. 14 bytes from beginning of this module
Linker or loader will bind relocatable addresses to absolute addresses

i.e. 74014
Each binding maps one address space to another
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Binding of Instructions and Data to Memory

Address binding of instructions and data to 
memory addresses can happen at three different 
stages

Compile time:  If memory location known a priori, 
absolute code can be generated; must recompile code 
if starting location changes
Load time:  Must generate relocatable code if memory 
location is not known at compile time
Execution time:  Binding delayed until run time if the 
process can be moved during its execution from one 
memory segment to another

Need hardware support for address maps (e.g., base and 
limit registers)

HNDIT 3052 Operating Systems
Multistep Processing of a User Program



HNDIT 3052 Operating Systems

Logical vs. Physical Address Space

The concept of a logical address space that is 
bound to a separate physical address space is 
central to proper memory management

Logical address generated by the CPU; also referred 
to as virtual address
Physical address address seen by the memory unit

Logical and physical addresses are the same in 
compile-time and load-time address-binding 
schemes; logical (virtual) and physical addresses 
differ in execution-time address-binding scheme
Logical address space is the set of all logical 
addresses generated by a program
Physical address space is the set of all physical 
addresses generated by a program
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Memory-Management Unit (MMU)

Hardware device that at run time maps virtual to 
physical address
Many methods possible, covered in the rest of this 
chapter
To start, consider simple scheme where the value in 
the relocation register is added to every address 
generated by a user process at the time it is sent to 
memory

Base register now called relocation register
MS-DOS on Intel 80x86 used 4 relocation registers

The user program deals with logical addresses; it 
never sees the real physical addresses

Execution-time binding occurs when reference is made to 
location in memory
Logical address bound to physical addresses
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Dynamic relocation using a relocation register

Routine is not loaded until it is 
called

Better memory-space utilization; 
unused routine is never loaded

All routines kept on disk in 
relocatable load format

Useful when large amounts of 
code are needed to handle 
infrequently occurring cases

No special support from the 
operating system is required

Implemented through program 
design

OS can help by providing libraries 
to implement dynamic loading
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Swapping
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Swapping
A process can be swapped temporarily out of 
memory to a backing store, and then brought 
back into memory for continued execution

Total physical memory space of processes can exceed 
physical memory

Backing store fast disk large enough to 
accommodate copies of all memory images for 
all users; must provide direct access to these 
memory images
Roll out, roll in swapping variant used for 
priority-based scheduling algorithms; lower-
priority process is swapped out so higher-priority 
process can be loaded and executed
Major part of swap time is transfer time; total 
transfer time is directly proportional to the 
amount of memory swapped
System maintains a ready queue of ready-to-run 
processes which have memory images on disk
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Swapping (...)
Does the swapped out process need to swap 
back in to same physical addresses?
Depends on address binding method

Plus consider pending I/O to / from process 
memory space

Modified versions of swapping are found on 
many systems (i.e., UNIX, Linux, and Windows)

Swapping normally disabled
Started if more than threshold amount of memory 
allocated
Disabled again once memory demand reduced 
below threshold
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Swapping:
When a process is executed it must have resided in 
memory. Swapping is a process of swapping a process 
temporarily into a secondary memory from the main memory, 
which is fast compared to secondary memory. 
A swapping allows more processes to be run and can be fit 
into memory at one time. 
The main part of swapping is transferred time and the total 
time is directly proportional to the amount of memory 
swapped. 
Swapping is also known as roll-out, or roll because if a higher 
priority process arrives and wants service, the memory 
manager can swap out the lower priority process and then 
load and execute the higher priority process. 
After finishing higher priority work, the lower priority process 
swapped back in memory and continued to the execution 
process. 
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Schematic View of Swapping
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Swap In and Swap Out in OS
The procedure by which 
any process gets removed 
from the hard disk and 
placed in the main memory 
or RAM commonly known 
as Swap In.

On the other hand, Swap 
Out is the method of 
removing a process from 
the main memory or 
RAM and then adding it to 
the Hard Disk.
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Advantages of Swapping
The advantages/benefits of the Swapping technique are as 
follows:

1. The swapping technique mainly helps the CPU to 
manage multiple processes within a single main 
memory.

2. This technique helps to create and use virtual 
memory.

3. With the help of this technique, the CPU can perform 
several tasks simultaneously. Thus, processes need 
not wait too long before their execution.

4. This technique is economical.
5. This technique can be easily applied to priority-based 

scheduling in order to improve its performance.
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Disadvantages of Swapping
The drawbacks of the swapping technique are as follows:

1. There may occur inefficiency in the case if a resource or a 
variable is commonly used by those processes that are 
participating in the swapping process.

2. If the algorithm used for swapping is not good then the 
overall method can increase the number of page faults and 
thus decline the overall performance of processing.

3. If the computer system loses power at the time of high 
swapping activity then the user might lose all the information 
related to the program.
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Next Virtual Memory



Questions and Answers on address space, logical & physical address, MMU

Question1:

Describe about address space and memory space in Computer Science.

Answer:

An address used by a programmer will be termed as a virtual address and set of such addresses the 

address space. An address in main memory is known as a physical address. The set of these locations is 

termed as memory space. So address space is set of addresses produced by programs as they reference 

instructions and data, memory space comprises actual main memory locations directly addressable for 

processing.

Supposes a computer which has a main-memory capacity of 64K words (K=1024). 16-bits are required 

to specify a physical address in memory because 64K = 216. Assume that computer has auxiliary memory 

for storing information equivalent to capacity of 16 main memories. Let's signify address space by N 

and memory space by M we then have for this illustration: N = 16 × 64 K = 1024K and M = 64K.

In a multiprogramming computer system, data and programs are transferred to and from auxiliary 

memory and main memory based on demands obliged by CPU. Suppose program 1 is currently being 

executed in CPU. Program 1 and a part of its associated data are moved from secondary memory in the 

main memory as displayed in Figure below. Parts of programs and data require not being in contiguous 

locations in memory because information is being moved in and out and empty spaces may be available 

in scattered locations in memory.

(Address and Memory Space in Virtual Memory)
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address field of an instruction code will comprise 20 bits however physical memory addresses should 

be specified with just 16-bits. So, CPU will reference data and instructions with a 20 bits address though 

information at this address should be taken from physical memory since access to auxiliary storage for 

particular words will be prohibitively long. A mapping table is then required as displayed in Figure 

below to map a virtual address of 20 bits to a physical address of 16 bits. Mapping is a dynamic operation 

that means every address is translated instantly as a word is referenced by CPU.

(Memory table for mapping a virtual table)
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Question-02:

Describe the differences between Logical Address and Physical Address.

Answer:

S.No Logical Address Physical Address

1.
Users can access the logical 
address of the Program.

User can never access the physical address of the 
Program

2.
The logical address is generated by 
the CPU.

The physical address is located in the memory unit.

3.
The user can access the physical 
address with the help of a logical 
address.

A physical address can be accessed by a user 
indirectly b ut not directly.

4.
The logical address does not exist 
physically in the memory and thus 
termed as a Virtual address.

On the other hand, the physical address is a location 
in the memory. Thus it can be accessed physically.

5.

The set of all logical addresses that 
are generated by any program is 
referred to as Logical Address 
Space.

The set of all physical addresses corresponding to 
the Logical addresses is commonly known 
as Physical Address Space.

6.
This address is generated by the 
CPU.

It is computed by the Memory Management 
Unit(MMU).

Question-03:

explain the memory management unit (MMU) in OS with aid of suitable 
example.

Answer:

Memory Management Unit(MMU) in OS
It is a hardware device that does the run-time mapping from the virtual address to the physical address. 
It is located within the Central Processing Unit.

Let us understand the concept of mapping with the help of a simple MMU scheme and that is a base-
register scheme.
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In the above diagram, the base register is termed the Relocation register. The relocation register is a 
special register in the CPU and is used for the mapping of logical addresses used by a program to 
physical addresses of the system's main memory.

The value in the relocation register is added to every address that is generated by the user process at the 
time when the address is sent to the memory.

MMU Example
Suppose the base is at 14000, then an attempt by the user to address location 0 is relocated dynamically 
to 14000; thus access to location 356 is mapped to 14356.

It is important to note that the user program never sees the real physical addresses. The Program can 
create a pointer to location 356 and store it in the memory and then manipulate it after that compare it 
with other addresses as number 356.

User program always deals with the logical addresses. The Memory Mapping unit mainly converts the 
logical addresses into the physical addresses. The final location of the referenced memory address is not 
determined until the reference is made.

There are two types of addresses that we have:

logical addresses (lies in the range 0 to max).

physical addresses (lies in the range R+0 to R+max for the base value R)

As we have told you above the user generates only a logical address and then thinks that the process 
runs in locations 0 to max. However, these logical addresses must be mapped to physical addresses 
before they are used.
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Virtual Memory

Topic: 
1. Virtual Memory 

Subtopics: 
1. Paging 
2. Segmentation 
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What is Virtual Memory

Virtual memory uses both hardware and software to 
enable a computer to compensate for physical memory 
shortages, temporarily transferring data from random 
access memory (RAM) to disk storage. Mapping chunks of 
memory to disk files enables a computer to treat 
secondary memory as though it were main memory.
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Virtual Memory in Operating System

Virtual Memory is a storage allocation scheme in
which secondary memory can be addressed as though it
were part of the main memory. The addresses a program
may use to reference memory are distinguished from the
addresses the memory system uses to identify physical
storage sites and program-generated addresses are
translated automatically to the corresponding machine
addresses.
The size of virtual storage is limited by the addressing
scheme of the computer system and the amount of
secondary memory available not by the actual number of
main storage locations.
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Virtual Memory in Operating System . . .

It is a technique that is implemented using both hardware and 
software. It maps memory addresses used by a program, 
called virtual addresses, into physical addresses in computer 
memory.

1. All memory references within a process are logical
addresses that are dynamically translated into physical
addresses at run time. This means that a process can be
swapped in and out of the main memory such that it
occupies different places in the main memory at
different times during the course of execution.

2. A process may be broken into a number of pieces and
these pieces need not be continuously located in
the main memory during execution. The combination of
dynamic run-time address translation and the use of a
page or segment table permits this.
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If these characteristics are present then, it is not
necessary that all the pages or segments are present in
the main memory during execution. This means that the
required pages need to be loaded into memory whenever
required.
Virtual memory is implemented using:

1. Demand Paging or
2. Demand Segmentation.
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Advantages of Virtual Memory
1. More processes may be maintained in the main 

memory: Because we are going to load only some of the 
pages of any particular process, there is room for more 
processes. This leads to more efficient utilization of the 
processor because it is more likely that at least one of the 
more numerous processes will be in the ready state at any 
particular time.

2. A process may be larger than all of the main memory: One 
of the most fundamental restrictions in programming is 
lifted. A process larger than the main memory can be 
executed because of demand paging. The OS itself loads 
pages of a process in the main memory as required.

3. It allows greater multiprogramming levels by using less of 
the available (primary) memory for each process.

4. It has twice the capacity for addresses as main memory.
5. It makes it possible to run more applications at once.
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Advantages of Virtual Memory. . .
6. Users are spared from having to add memory modules 

when RAM space runs out, and applications are liberated 
from shared memory management.

7. When only a portion of a program is required for execution, 
speed has increased.

8. Memory isolation has increased security.
9. It makes it possible for several larger applications to run at 

once.
10. Memory allocation is comparatively cheap.
11.
12. It is efficient to manage logical partition workloads using the 

CPU.
13. Automatic data movement is possible.
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Disadvantages of Virtual Memory
1. It can slow down the system performance, as data 

needs to be constantly transferred between the 
physical memory and the hard disk.

2. It can increase the risk of data loss or corruption, 
as data can be lost if the hard disk fails or if there 
is a power outage while data is being transferred 
to or from the hard disk.

3. It can increase the complexity of the memory 
management system, as the operating system 
needs to manage both physical and virtual 
memory.
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Paging in Operating
System
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Paging:
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The Paging in OS

In an operating system, memory management refers to 
dividing the memory among the various processes. The 
fundamental goal of memory management is to make optimal 
use of memory by minimizing internal and external 
fragmentation. One such algorithm for memory management 
techniques is paging.
Operating systems utilize paging as a memory management 
strategy to manage memory and assign memory to programs, 
so it eliminates the requirement for contiguous physical 
memory allocation. Paging is the procedure of transferring 
operations in the form of pages from the secondary storage 
into the primary memory. Memory is split into fixed-size units 
called pages in paging, and processes are given memory 
allotments based on these pages. Paging is a logical idea that 
is utilized to provide quicker access to data.
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What is Paging?

Paging is a static memory allocation method that allows a 
process's physical address space to be of a non-contiguous 
type. It's a memory management scheme or storage 
mechanism that lets the operating system fetch processes 
from secondary memory in the form of pages and place them 
in the main memory. The paging hardware and operating 
system are integrated to implement the paging process.
A page is a logical memory unit in a program. Logical memory 
is organized into equal-sized pages or equal-sized blocks. A 
frame is a type of physical memory unit. In the concept of 
paging, physical memory (main memory) is organized into 
frames, which are equally sized memory blocks. The memory 
size of a new process is determined when it arrives. If a 
process has n pages in local memory, there must be n frames 
available in the system.
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What is Paging? ...

To get maximum utilization of the main memory and 
minimize external fragmentation, the size of a frame should 
be the same as the size of a page. Paging is mostly used to 
store non-contiguous portions of a single process. 
To make the paging method easier, the operating system 
decides:

The program's total page count.
Finds a sufficient number of empty page frames to 
assist.
All pages must be contiguous to be loaded into 
memory.
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Characteristics of Paging in OS
Paging in OS has five key characteristics:
External fragmentation is not present.
By procedure, any frame may be employed.
Only on the last page of a process, internal 
fragmentation may occur.
A process's physical memory is no longer contiguous.
A process' logical memory is still contiguous.
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Example of Paging

is 4B then, the number of frames would be 64/4 = 16.
There are 4 processes. 
The size of each process is 16B and the page size is also 
4B then, the number of pages in each process = 16/4 = 4.
These pages may be stored in the main memory frames in 
a non-contiguous form, depending on their availability.
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Paging in OS: Page Table
Paging in the operating system, the logical and physical 
memory addresses are separated. As a result, an address 
translation mechanism is required to convert the logical 
address into a physical address. The physical address is the 
actual address of the frame where each page will be placed, 
whereas the logical address space is the address created by 
the CPU for each page.

The CPU generates a logical address that is made up of two 
parts-

Page Number (p): Determines which page of the process the CPU 
wishes to read the data from.
Page Offset (d): Defines which word on the page the CPU wants to 
read.

When the CPU generates a page number, the page table 
displays the relevant frame number (frame base address) for 
each page in the main memory.
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The required physical address is formed by multiplying 
the frame number by the page offset. The frame number
identifies the frame in which the required page is stored. 
Page Offset provides the precise word from that page 
that must be read.
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PTE(Page Table Entry):

Every new process creates a separate page table (stored in physical memory). A 
page table entry contains a variety of page-related information. The information 
contained in the page table item differs from one operating system to another. 
PTE(Page Table Entry) has the following information:

1. Frame Number: It is the most crucial piece of information in a page 
table entry. The frame number identifies the memory frames in the 
paging in which the page is stored. The size of the frame number is 
determined by the number of frames in the main memory.
1. The number of bits for frame = Size of Physical memory/Frame size.

2. Present/Absent Bit: This is also referred to as the valid/invalid bit. This 
bit indicates whether or not the page is in the main memory space. 
This bit is set to 0 if the page is not available in the main memory; 
otherwise, it is set to 1.
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PTE(Page Table Entry)..
3. Protection bit: This bit is also known as the 'Read / Write bit.' This bit is 

about page security. It determines whether or not the user has 
permission to read and write to the page. This bit is set to 0 if only read 
operations are allowed and no writing operations are allowed. If both 
read and write operations are permitted, this bit will be set to 1.

4. Reference bit: The reference bit indicates whether or not the page was 
referred to in the previous clock cycle. If the page has recently been 
referenced, this bit is set to 1, otherwise, it is set to 0.

5. Caching Enabled/Disabled: The reference bit indicates whether or not 
the page was referred to in the previous clock cycle. If the page has 
recently been referenced, this bit is set to 1, otherwise, it is set to 0.

6. Dirty bit: This bit is also known as the "Modified bit." This bit indicates 
whether or not the page has been changed. This bit is set to 1 if the 
page has been updated; otherwise, it is set to 0.
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Paging:
Paging is a memory management scheme that 
eliminates the need for a contiguous allocation of 
physical memory. 
The process of retrieving processes in the form of 
pages from the secondary storage into the main 
memory is known as paging. 
The basic purpose of paging is to separate each 
procedure into pages. 
Additionally, frames will be used to split the main 
memory. 
This scheme permits the physical address space of a 
process to be non contiguous.
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Paging . .
In paging, the physical memory is divided into fixed-size 
blocks called page frames, which are the same size as the 
pages used by the process. 

fixed-size blocks called pages, which are the same size as 
the page frames. 
When a process requests memory, the operating system 
allocates one or more page frames to the process and 

frames.
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Paging . . .

The mapping between logical pages and physical page 
frames is maintained by the page table, which is used by 
the memory management unit to translate logical 
addresses into physical addresses. 
The page table maps each logical page number to a 
physical page frame number.
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Terminologies Associated with Memory Control
Logical Address or Virtual Address:

This deal, made by the computer's brain (CPU), helps the computer 
access its memory. It's like a virtual or digital address because it's not a 
real spot in memory, but a way to connect to a location in the 
computer's logical address system.

Logical Address Space or Virtual Address Space:
This is a collection of logical addresses created by a software program. 
These addresses are usually shown in words or bytes and are divided 
into equal-sized sections in a paging system.

Physical Address:
A "memory address" is like a map that helps the computer find a 
specific location in its memory. It's the actual code that the memory 
controller uses to access that memory location.

Physical Address Space:
This is like a list of physical locations that match up with the computer's 
logical addresses. These physical locations are typically described in 
words or bytes and are divided into equal-sized sections in a paging 
system.
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In a paging system, we divide the logical address space 
into fixed-size pages, and each page is connected to a 
specific place in the physical memory. 
For each running program, there's a page table that links 
logical addresses to their corresponding physical 
addresses. When a program needs to access memory, the 
CPU creates a logical address, which is then transformed 
into a physical address using the page table. 
The memory controller then uses this physical address to 
access the correct part of the memory.
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Example:

1. If Logical Address = 31 bit, then Logical Address 
Space = 231 words = 2 G words (1 G = 230)

2. If Logical Address Space = 128 M words = 27 * 
220 words, then Logical Address = log2 227 = 27 bits

3. If Physical Address = 22 bit, then Physical Address 
Space = 222 words = 4 M words (1 M = 220)

4. If Physical Address Space = 16 M words = 24 * 
220 words, then Physical Address = log2 224 = 24 
bits
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Memory Management Unit (MMU)
The mapping from virtual to physical address is done by 
the Memory Management Unit (MMU) which is a 
hardware device and this mapping is known as the paging 
technique.

The Physical Address Space is conceptually divided into a 
number of fixed-size blocks, called frames.
The Logical Address Space is also split into fixed-size blocks, 
called pages.
Page Size = Frame Size
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Let us consider an example:

Physical Address = 12 bits, then Physical Address Space = 4 K words
Logical Address = 13 bits, then Logical Address Space = 8 K words
Page size = frame size = 1 K words (assumption)
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Demand Paging
The process of loading the page into memory on demand 
(whenever a page fault occurs) is known as demand 
paging. The process includes the following steps are as 
follows in the next slides:
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Demand Paging
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Demand Paging. . .
1. If the CPU tries to refer to a page that is currently not 

available in the main memory, it generates an interrupt 
indicating a memory access fault.

2. The OS puts the interrupted process in a blocking state. 
For the execution to proceed the OS must bring the 
required page into the memory.

3. The OS will search for the required page in the logical 
address space.

4. The required page will be brought from logical address 
space to physical address space. The page replacement 
algorithms are used for the decision-making of 
replacing the page in physical address space.

5. The page table will be updated accordingly.
6. The signal will be sent to the CPU to continue the 

program execution and it will place the process back 
into the ready state.
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Segmentation in
Operating System
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Segmentation in Operating System
A process is divided into Segments. 
The chunks that a program is divided into which are not 
necessarily all of the exact sizes are called segments. 
Segmentation
paging does not provide. 

physical memory.
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Types of Segmentation in Operating System

1. Virtual Memory Segmentation: Each process is divided 
into a number of segments, but the segmentation is not 
done all at once. This segmentation may or may not 
take place at the run time of the program.

2. Simple Segmentation: Each process is divided into a 
number of segments, all of which are loaded into 
memory at run time, though not necessarily 
contiguously.

There is no simple relationship between logical addresses 
and physical addresses in segmentation. A table stores the 
information about all such segments and is called Segment 
Table.
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What is Segment Table?
It maps a two-dimensional Logical address into a one-

Base Address: It contains the starting physical address 
where the segments reside in memory.
Segment Limit: Also known as segment offset. It 
specifies the length of the segment.
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Segmentation
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Translation of Two-dimensional Logical Address to Dimensional Physical
Address.

The address generated by the CPU is divided into:
Segment number (s): Number of bits required 

to represent the segment.
Segment offset (d): Number of bits 

required to represent the size of the segment.
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Advantages of Segmentation in Operating System
No Internal fragmentation.
Segment Table consumes less space in comparison to Page table in paging.
As a complete module is loaded all at once, segmentation improves CPU utilization.

divide user programs into modules via segmentation. These modules are nothing 

The user specifies the segment size, whereas, in paging, the hardware determines 
the page size.
Segmentation is a method that can be used to segregate data from security 
operations.
Flexibility: Segmentation provides a higher degree of flexibility than paging. 
Segments can be of variable size, and processes can be designed to have multiple 
segments, allowing for more fine-grained memory allocation.
Sharing: Segmentation allows for sharing of memory segments between processes. 
This can be useful for inter-process communication or for sharing code libraries.
Protection: Segmentation provides a level of protection between segments, 

segment. This can help increase the security and stability of the system.
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Disadvantages of Segmentation in Operating System
As processes are loaded and removed from the memory, the free 
memory space is broken into little pieces, causing External fragmentation.
Overhead is associated with keeping a segment table for each activity.
Due to the need for two memory accesses, one for the segment table and 
the other for main memory, access time to retrieve the instruction 
increases.
Fragmentation: As mentioned, segmentation can lead to external 
fragmentation as memory becomes divided into smaller segments. This 
can lead to wasted memory and decreased performance.
Overhead: Using a segment table can increase overhead and reduce 
performance. Each segment table entry requires additional memory, and 
accessing the table to retrieve memory locations can increase the time 
needed for memory operations.
Complexity: Segmentation can be more complex to implement and 
manage than paging. In particular, managing multiple segments per 
process can be challenging, and the potential for segmentation faults can 
increase as a result.



HNDIT 3052 Operating Systems

HNDIT 3052 Operating Systems

HNDIT 3052 Operating Systems

HNDIT 3052 Operating Systems



HNDIT 3052 Operating Systems



HNDIT 3052 Operating SystemsHNDIT 3052 Operating Systems

HNDIT 
3052 

Operating 
Systems

File Systems

HNDIT 3052 Operating Systems

File Systems
Topic:

File Systems 
Subtopics:

Files: 
1. File Naming, 
2. structure ,
3. Types, 
4. Access ,
5. Attributes, 
6. Operations 

Directories 
file System Implementation 
File system Management and optimization 
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What is file system in operating system?

An integral part of an OS is what is called a File System. A 
File System is a data structure that stores data and 
information on storage devices (hard drives, floppy disc, 
etc.), making them easily retrievable. Different OS's use 
different file systems, but all have similar features.
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File Systems in Operating System
A file system is a method an operating system uses to store, 
organize, and manage files and directories on a storage device. 
Some common types of file systems include:

1. FAT (File Allocation Table): An older file system used by older 
versions of Windows and other operating systems.

2. NTFS (New Technology File System): A modern file system 
used by Windows. It supports features such as file and folder 
permissions, compression, and encryption.

3. ext (Extended File System): A file system commonly used on 
Linux and Unix-based operating systems.

4. HFS (Hierarchical File System): A file system used by macOS.
5. APFS (Apple File System): A new file system introduced by 

Apple for their Macs and iOS devices.
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The advantages of using a file system

Organization: A file system allows files to be organized 
into directories and subdirectories, making it easier to 
manage and locate files.
Data protection: File systems often include features such 
as file and folder permissions, backup and restore, and 
error detection and correction, to protect data from loss 
or corruption.
Improved performance: A well-designed file system can 
improve the performance of reading and writing data by 
organizing it efficiently on disk.

HNDIT 3052 Operating Systems

Disadvantages of using a file system

Compatibility issues: Different file systems may not be 
compatible with each other, making it difficult to transfer 
data between different operating systems.
Disk space overhead: File systems may use some disk space 
to store metadata and other overhead information, 
reducing the amount of space available for user data.
Vulnerability: File systems can be vulnerable to data 
corruption, malware, and other security threats, which 
can compromise the stability and security of the system.
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A file is a collection of related information that is recorded 
on secondary storage. Or file is a collection of logically 

smallest allotment of logical secondary storage.
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(1) File Naming:
The name of the file is divided into two parts as shown 
below:

1. name
2. extension, separated by a period.
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What are file extensions?

File extensions are the end part of file names, the part 
that comes after a dot and is usually 3 or 4 characters in 
length.
Examples of web file extensions:

Web pages: .html .htm .php .jsp
Example: index.html

Web image file types: .png .jpg .svg .gif
Example: logo.png

CSS and JavaScript files: .css .js
Example: global-styles.css

Other file extension:
MS Word: .docx

Example: report.docx
Excel: .xlsx

Example: budget2019.xlsx
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File Types, names and extensions
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By default, file extensions are usually not visible in Windows and, 
sometimes, Macs.
You can change settings to make extensions visible.
The benefit of seeing file extensions:

If you are able to see the extension of a file you will probably be able to 
determine what the file is used for (especially if the file name is meaningful) 
and which programs(s) can open it.

We do not need to bother:
It is beneficial to be able to see file extensions because when you see one it 
enables you to rapidly identify the file-type without needing to open the file.
Combining the name of a file with its file extension may be all that you need 
to know precisely what the purpose of the file is.

NOTE: changing a file extension will not change the file into 
another file type nor have the characteristics of that other file type.

For example, changing an Excel document extension from .xlsx to .jpg will 
not allow it to be displayed in a web browser. The .xlsx file type cannot be 
displayed by a web browser regardless of its file extension.
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Setting Windows to display file extensions
Windows 10 - my instructions

Open the Windows 10 File Explorer

Click on the View tab.

Enable File name extensions

File extensions for individual files ought to be visible now. Note that folders do not have file extensions.
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Setting Windows to display files and folders in "details" view
You can set Windows to provide many types of information 
about files and folders ("details"):

1. Open Windows Explorer (or, File Explorer on Windows 10).
2. Right click on the folder whose you are interested in using or 

learning about.
3. Select Properties
4. Click on Customize tab.
5. Beneath Optimize this folder for: select Documents
6. Enable (check) the checkbox Also apply this template to all 

sub-folders
7. Click Apply
8. Click OK
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Comparison of Large Icons and Details views

1. Icons view
Provides almost no information other than file and folder names.
The icons themselves can be deceptive. In the image below, the 
Google Chrome icon (partially shown) is used to represent an HTML 
file. The icon is being shown because I manually set HTML files to be 
opened in Chrome when the file is double-clicked. However, the 
Chrome icon suggests that it is only for use in Chrome or that it is 
some type of Google file.

2. Details view
Details view provides a view similar to a spreadsheet or database list.
You can sort by any of the data fields (columns) by clicking on the 
column header. Click a second time to reverse the sort.
By default, you are provided with the data fields (columns) containing 
the name, type of object, and, for files, the file size.
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You can add other columns/fields by right-clicking on any of the column headers and 
selecting from the menu of options (see image below).But note that the database fields 
that can be associated with a file varies depending on the file type that it is.

For example, music files and Microsoft Word files have many fields that are editable.

One field that is available for images is dimensions, and I recommend that you display 
that column if you work with images.
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Click on the More... menu option (above, right) and you will be shown an 
astounding array of fields that you can display in the List view. But, again, note 
that the data fields that can be saved with a file varies with file type.

Note that if you right-click on a file 
and select Properties you will see 
the data and field names associated 
with that type of file. If the data 
values are editable, you can click on 
the value and enter or edit the 
value.

HNDIT 3052 Operating Systems

Following Issues Are Handled By The File System

A variety of data structures where the file could be kept. 
The file system
best way possible.
A free space is created on the hard drive whenever a file 
is deleted from it. To reallocate them to other files, many 
of these spaces may need to be recovered. 
Choosing where to store the files on the hard disc is the 
main issue with files one block may or may not be used to 

non-
contiguous blocks. 
We must keep track of all the blocks where the files are 
partially located.
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(2) File System Structure
File: A file is a named collection of related information that is recorded on 
secondary storage such as magnetic disks, magnetic tapes and optical disks. In 
general, a file is a sequence of bits, bytes, lines or records whose meaning is 
defined by the files creator and user.
File Structure: A File Structure should be according to a required format that the 
operating system can understand.
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File Type: File type refers to the ability of the operating 
system to distinguish different types of file such as text 
files source files and binary files etc. Many operating 
systems support many types of files. Operating system 
like MS-
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(5). Files Attributes: A file has a name and data. Moreover, it also stores meta information like 
file creation date and time, current size, last modified date, etc. All this information is called the attributes 
of a file system. Here, are some important File attributes used in OS:

Name: It is the only information stored in a human-readable form. Every file carries a 
name by which the file is recognized in the file system. One directory cannot have two 
files with the same name.
Identifier: Every file is identified by a unique tag number within a file system known as an 
identifier. Along with the name, Each File has its own extension which identifies the type 
of the file. For example, a text file has the extension .txt, A video file can have the 
extension .mp4.
Location: Points to file location on device. In the File System, there are several locations 
on which, the files can be stored. Each file carries its location as its attribute.
Type: This attribute is required for systems that support various types of files. In a File 
System, the Files are classified in different types such as video files, audio files, text files, 
executable files, etc.
Size. Attribute used to display the current file size. The Size of the File is one of its most 
important attribute. By size of the file, we mean the number of bytes acquired by the file 
in the memory.
Protection. This attribute assigns and controls the access rights of reading, writing, and 
executing the file. The Admin of the computer may want the different protections for the 
different files. Therefore each file carries its own set of permissions to the different group 
of Users.
Time, date and security: It is used for protection, security, and also used for monitoring. 
(Time & Date: Every file carries a time stamp which contains the time and date on which 
the file is last modified.)

HNDIT 3052 Operating Systems
Files Attributes And Their Operations:
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(6). Operations on the File
A file is a collection of logically related data that is recorded on the
secondary storage in the form of sequence of operations. The content of
the files are defined by its creator who is creating the file. The various
operations which can be implemented on a file such as read, write, open
and close etc. are called file operations. These operations are performed by
the user by using the commands provided by the operating system. Some
common operations are as follows:

1. Create operation:
2. Open operation:
3. Write operation:
4. Read operation:
5. Re-position or Seek operation:
6. Delete operation:
7. Truncate operation:
8. Close operation:
9. Append operation:
10. Rename operation:
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File Operations:
1.Create operation: This operation is used to create a file in the file system. It
is the most widely used operation performed on the file system. To create a
new file of a particular type the associated application program calls the file
system. This file system allocates space to the file. As the file system knows the
format of directory structure, so entry of this new file is made into the
appropriate directory.
2. Open operation: This operation is the common operation performed on the
file. Once the file is created, it must be opened before performing the file
processing operations. When the user wants to open a file, it provides a file
name to open the particular file in the file system. It tells the operating system
to invoke the open system call and passes the file name to the file system.
3. Write operation: This operation is used to write the information into a file.
A system call write is issued that specifies the name of the file and the length
of the data has to be written to the file. Whenever the file length is increased
by specified value and the file pointer is repositioned after the last byte
written.
4. Read operation: This operation reads the contents from a file. A Read pointer is
maintained by the OS, pointing to the position up to which the data has been read.
5. Re-position or Seek operation: The seek system call re-positions the file
pointers from the current position to a specific place in the file i.e. forward or
backward depending upon the user's requirement. This operation is generally
performed with those file management systems that support direct access
files.
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File Operations:
6. Delete operation: Deleting the file will not only delete all the data
stored inside the file it is also used so that disk space occupied by it is
freed. In order to delete the specified file the directory is searched.
When the directory entry is located, all the associated file space and
the directory entry is released.
7. Truncate operation: Truncating is simply deleting the file except
deleting attributes. The file is not completely deleted although the
information stored inside the file gets replaced.
8. Close operation: When the processing of the file is complete, it
should be closed so that all the changes made permanent and all the
resources occupied should be released. On closing it deallocates all
the internal descriptors that were created when the file was opened.
9. Append operation: This operation adds data to the end of the file.
10. Rename operation: This operation is used to rename the existing
file.
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Functions of File:

Create file, find space on disk, and make an entry in the 
directory.
Write to file, requires positioning within the file
Read from file involves positioning within the file
Delete directory entry, regain disk space.
Reposition: move read/write position.
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Directories
It is important to understand the difference between a 
file system and a directory. A file system is a section of 
hard disk that has been allocated to contain files. This 
section of hard disk is accessed by mounting the file 
system over a directory. After the file system is mounted, 
it looks just like any other directory to the end user.
Because of the structural differences between the file 
systems and directories, the data within these entities 
can be managed separately.
When the operating system is installed for the first time, 
it is loaded into a directory structure, as shown in the 
following illustration.
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Consider a following Linux file system.

Figure : / (root) File System Tree. This tree chart shows a directory structure with the / (root) file 
system at the top, branching downward to directories and file systems. Directories branch 
to /bin, /dev, /etc, and /lib. File systems branch to /usr, /tmp, /var, and /home.

The directories on the right (/usr, /tmp, /var, and /home) are all file systems so 
they have separate sections of the hard disk allocated for their use. These file 
systems are mounted automatically when the system is started, so the end user 
does not see the difference between these file systems and the directories listed 
on the left (/bin /dev /etc, and /lib).
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The file tree has the following characteristics:
Files that can be shared by machines of the same hardware architecture 
are located in the /usr file system.
Variable per-client files, for example, spool and mail files, are located in 
the /var file system.
The /(root) file system contains files and directories critical for system 
operation. For example, it contains

A device directory (/dev)
Mount points where file systems can be mounted onto the root file system, for 
example, /mnt

The /home file system is the mount point for users' home directories.
For servers, the /export directory contains paging-space files, per-client 
(unshared) root file systems, dump, home, and /usr/share directories for 
diskless clients, as well as exported /usr directories.
The /proc file system contains information about the state of processes 
and threads in the system.
The /opt file system contains optional software, such as applications.
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FILE DIRECTORIES

The collection of files is a file directory. The directory contains 
information about the files, including attributes, location, and 
ownership. Much of this information, especially that is 
concerned with storage, is managed by the operating system. 
The directory is itself a file, accessible by various file 
management routines.
Information contained in a device directory is:

1. Name
2. Type
3. Address
4. Current length
5. Maximum length
6. Date last accessed
7. Date last updated
8. Owner id
9. Protection information
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The operation performed on the directory are:
1. Search for a file
2. Create a file
3. Delete a file
4. List a directory
5. Rename a file
6. Traverse the file system

The advantages of maintaining directories are:
1. Efficiency: A file can be located more quickly.
2. Naming: It becomes convenient for users as two users can have same 

name for different files or may have different name for same file.
3. Grouping: Logical grouping of files can be done by properties e.g. all 

java programs, all games etc.
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TREE-STRUCTURED DIRECTORY:
The directory is maintained in the form of a tree. Searching is
efficient and also there is grouping capability. We have
absolute or relative path name for a file.
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Input / Output Management

Input/output (I/O) management involves controlling the flow 
of data into and out of a data processing complex. 
Controlling all of a computer's input and output devices is one 
of the primary or main functions of an OS, or operating 
system.
The operating system must issue the commands to the input 
and output devices, catch the interrupts, and handle the 
errors.
In addition, the operating system should act as a bridge 
between the input/output devices and the rest of the 
computer system. This interface should be straightforward, 
device-independent (where possible), and simple to use.
In any computer system, there are far too many input/output 
devices, such as discs, keyboards, monitors, and so on.
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1. Principles of I/O Hardware
One of the important jobs of an Operating System is to 
manage various I/O devices including mouse, keyboards, 
touch pad, disk drives, display adapters, USB devices, Bit-
mapped screen, LED, Analog-to-digital converter, On/off 
switch, network connections, audio I/O, printers etc.
An I/O system is required to take an application I/O request 
and send it to the physical device, then take whatever 
response comes back from the device and send it to the 

i. Block devices: A block device is one with which the driver 
communicates by sending entire blocks of data. For 
example, Hard disks, USB cameras, Disk-On-Key etc.

ii. Character devices: A character device is one with which the 
driver communicates by sending and receiving single 
characters (bytes, octets). For example, serial ports, parallel 
ports, sounds cards etc
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Device Controllers
Device drivers are software modules that can be plugged into 
an OS to handle a particular device. Operating System takes 
help from device drivers to handle all I/O devices.
The Device Controller works like an interface between a 
device and a device driver. I/O units (Keyboard, mouse, 
printer, etc.) typically consist of a mechanical component and 
an electronic component where electronic component is 
called the device controller.
There is always a device controller and a device driver for each 
device to communicate with the Operating Systems. A device 
controller may be able to handle multiple devices. As an 
interface its main task is to convert serial bit stream to block 
of bytes, perform error correction as necessary.
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Any device connected to the computer is connected by a plug 
and socket, and the socket is connected to a device controller. 
Following is a model for connecting the CPU, memory, 
controllers, and I/O devices where CPU and device controllers 
all use a common bus for communication.
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Synchronous vs asynchronous I/O
Synchronous I/O
while I/O proceeds
Asynchronous I/O
execution
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Communication to I/O Devices:

The CPU must have a way to pass information to and 
from an I/O device. There are three approaches available 
to communicate with the CPU and Device.

i. Special Instruction I/O
ii. Memory-mapped I/O
iii. Direct memory access (DMA)

i. Special Instruction I/O
This uses CPU instructions that are specifically made for 
controlling I/O devices. These instructions typically allow 
data to be sent to an I/O device or read from an I/O 
device.
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ii. Memory-mapped I/O
When using memory-mapped I/O, the same address space is 
shared by memory and I/O devices. The device is connected 
directly to certain main memory locations so that I/O device can 
transfer block of data to/from memory without going through CPU.
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While using memory mapped IO, OS allocates buffer in 
memory and informs I/O device to use that buffer to send 
data to the CPU. I/O device operates asynchronously with 
CPU, interrupts CPU when finished.
The advantage to this method is that every instruction 
which can access memory can be used to manipulate an 
I/O device. Memory mapped IO is used for most high-
speed I/O devices like disks, communication interfaces.
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iii. Direct Memory Access (DMA)

Slow devices like keyboards will generate an interrupt to 
the main CPU after each byte is transferred. If a fast 
device such as a disk generated an interrupt for each 
byte, the operating system would spend most of its time 
handling these interrupts. So a typical computer uses 
direct memory access (DMA) hardware to reduce this 
overhead.
Direct Memory Access (DMA) means CPU grants I/O 
module authority to read from or write to memory 
without involvement. DMA module itself controls 
exchange of data between main memory and the I/O 
device. CPU is only involved at the beginning and end of 
the transfer and interrupted only after entire block has 
been transferred.
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Direct Memory Access needs a special hardware called DMA controller (DMAC) 
that manages the data transfers and arbitrates access to the system bus. The 
controllers are programmed with source and destination pointers (where to 
read/write the data), counters to track the number of transferred bytes, and 
settings, which includes I/O and memory types, interrupts and states for the CPU 
cycles.
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Polling vs Interrupts I/O:

A computer must have a way of detecting the arrival of 
any type of input. There are two ways that this can 
happen, known as polling and interrupts. Both of these 
techniques allow the processor to deal with events that 
can happen at any time and that are not related to the 
process it is currently running.
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Polling I/O:

Polling is the simplest way for an I/O device to communicate 
with the processor. The process of periodically checking status 
of the device to see if it is time for the next I/O operation, is 
called polling. The I/O device simply puts the information in a 
Status register, and the processor must come and get the 
information.
Most of the time, devices will not require attention and when 
one does it will have to wait until it is next interrogated by the 
polling program. This is an inefficient method and much of the 
processors time is wasted on unnecessary polls.
Compare this method to a teacher continually asking every 
student in a class, one after another, if they need help. 
Obviously the more efficient method would be for a student 
to inform the teacher whenever they require assistance.
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Interrupts I/O:

An alternative scheme for dealing with I/O is the 
interrupt-driven method. An interrupt is a signal to the 
microprocessor from a device that requires attention.
A device controller puts an interrupt signal on the bus 

interrupt, It saves its current state and invokes the 
appropriate interrupt handler using the interrupt vector 
(addresses of OS routines to handle various events). 
When the interrupting device has been dealt with, the 
CPU continues with its original task as if it had never been 
interrupted.
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2. Principles of I/O Software

I/O software is often organized in the following 

User Level Libraries
the user program to perform input and output. For 
example, stdio is a library provided by C and C++ 
programming languages.
Kernel Level Modules
interact with the device controller and device 
independent I/O modules used by the device drivers.
Hardware
hardware controller which interact with the device drivers 
and makes hardware alive.
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A key concept in the design of I/O software is that it should be device
independent where it should be possible to write programs that can access any
I/O device without having to specify the device in advance. For example, a
program that reads a file as input should be able to read a file on a floppy disk,
on a hard disk, or on a CD-ROM, without having to modify the program for each
different device.
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Device Drivers:
Device drivers are software modules that can be plugged into an OS 
to handle a particular device. Operating System takes help from 
device drivers to handle all I/O devices. Device drivers encapsulate 
device-dependent code and implement a standard interface in such 
a way that code contains device-specific register reads/writes. 
Device driver, is generally written by the device's manufacturer and 
delivered along with the device on a CD-ROM.

To accept request from the device independent software 
above to it.
Interact with the device controller to take and give I/O and 
perform required error handling
Making sure that the request is executed successfully

How a device driver handles a request is as follows: Suppose a 
request comes to read a block N. If the driver is idle at the time a 
request arrives, it starts carrying out the request immediately. 
Otherwise, if the driver is already busy with some other request, it 
places the new request in the queue of pending requests.
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Interrupt handlers:
An interrupt handler, also known as an interrupt service 
routine or ISR, is a piece of software or more specifically a 
callback function in an operating system or more specifically 
in a device driver, whose execution is triggered by the 
reception of an interrupt.
When the interrupt happens, the interrupt procedure does 
whatever it has to in order to handle the interrupt, updates 
data structures and wakes up process that was waiting for an 
interrupt to happen.

selects a specific interrupt handling routine/function from a 
small set. In most architectures, this address is an offset 
stored in a table called the interrupt vector table. This vector 
contains the memory addresses of specialized interrupt 
handlers.

HNDIT 3052 Operating Systems

Device-Independent I/O Software
The basic function of the device-independent software is to perform the I/O
functions that are common to all devices and to provide a uniform interface to
the user-level software. Though it is difficult to write completely device
independent software but we can write some modules which are common
among all the devices. Following is a list of functions of device-independent I/O
Software

Uniform interfacing for device drivers
Device naming - Mnemonic names mapped to Major and 
Minor device numbers
Device protection
Providing a device-independent block size
Buffering because data coming off a device cannot be 
stored in final destination.
Storage allocation on block devices
Allocation and releasing dedicated devices
Error Reporting
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User-Space I/O Software:
These are the libraries which provide richer and simplified 
interface to access the functionality of the kernel or 
ultimately interactive with the device drivers. Most of the 
user-level I/O software consists of library procedures with 
some exception like spooling system which is a way of 
dealing with dedicated I/O devices in a multiprogramming 
system.
I/O Libraries (e.g., stdio) are in user-space to provide an 
interface to the OS resident device-independent I/O SW. 
For example putchar(), getchar(), printf() and scanf() are 
example of user level I/O library stdio available in C 
programming.
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Kernel I/O Subsystem:
Kernel I/O Subsystem is responsible to provide many services related to 
I/O. Following are some of the services provided.

Scheduling
which to execute them. When an application issues a blocking I/O system call, 
the request is placed on the queue for that device. The Kernel I/O scheduler 
rearranges the order of the queue to improve the overall system efficiency and 
the average response time experienced by the applications.
Buffering buffer that 
stores data while they are transferred between two devices or between a device 
with an application operation. Buffering is done to cope with a speed mismatch 
between the producer and consumer of a data stream or to adapt between 
devices that have different data transfer sizes.
Caching
holds copies of data. Access to the cached copy is more efficient than access to 
the original.
Spooling and Device Reservation
device, such as a printer, that cannot accept interleaved data streams. The 
spooling system copies the queued spool files to the printer one at a time. In 
some operating systems, spooling is managed by a system daemon process. In 
other operating systems, it is handled by an in kernel thread.
Error Handling
against many kinds of hardware and application errors.
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3. Disc Hardware

Disks come in a variety of types. The most common ones 
are the magnetic hard disks. They are characterized by 
the fact that reads and writes are equally fast, which 
makes them suitable as secondary memory (paging, file 
systems, etc.).
Arrays of these disks are sometimes used to provide 
highly reliable storage. For distribution of programs, data, 
and movies, optical disks (DVDs and Blu-ray) are also 
important. Finally, solid-state disks are increasingly 
popular as they are fast and do not contain moving parts. 
In the following sections we will discuss magnetic disks as 
an example of the hardware and then describe the 
software for disk devices in general.
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Magnetic Hard Disks:
Magnetic disks are organized into cylinders, each one
containing as many tracks as there are heads stacked
vertically. The tracks are divided into sectors, with the number
of sectors around the circumference typically being 8 to 32 on
floppy disks, and up to several hundred on hard disks. The
number of heads varies from 1 to about 16.
Older disks have little electronics and just deliver a simple
serial bit stream. On these disks, the controller does most of
the work. On other disks, in particular, IDE (Integrated Drive
Electronics) and SATA (Serial ATA) disks, the disk drive itself
contains a microcontroller that does considerable work and
allows the real controller to issue a set of higher-level
commands. The controller often does track caching, bad-block
remapping, and much more.
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Disk parameters:

Disk parameters for the original IBM PC 360-KB floppy 
disk and a Western Digital WD 3000 HLFS 
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What is a Hard Disk Drive?

A hard disk is a memory storage device that looks like this.
The disk is divided into tracks. Each track is further divided into sectors. The point to be 
noted here is that outer tracks are bigger in size than the inner tracks but they contain 
the same number of sectors and have equal storage capacity. This is because the storage 
density is high in sectors of the inner tracks whereas the bits are sparsely arranged in 
sectors of the outer tracks. Some space of every sector is used for formatting. So, the 
actual capacity of a sector is less than the given capacity.
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Read-Write(R-W) head moves over the rotating hard disk. It is this 
Read-Write head that performs all the read and writes operations 
on the disk and hence, the position of the R-W head is a major 
concern. To perform a read or write operation on a memory 
location, we need to place the R-W head over that position. Some 
important terms must be noted here:

1. Seek time The time taken by the R-W head to reach the 
desired track from its current position.

2. Rotational latency Time is taken by the sector to come 
under the R-W head.

3. Data transfer time Time is taken to transfer the required 
amount of data. It depends upon the rotational speed.

4. Controller time The processing time taken by the 
controller.

5. Average Access time seek time + Average Rotational 
latency + data transfer time + controller time.
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Note:

Average Rotational latency is mostly 1/2*(Rotational 
latency).
In questions, if the seek time and controller time are not 
mentioned, take them to be zero.
If the amount of data to be transferred is not given, assume 
that no data is being transferred. Otherwise, calculate the 
time taken to transfer the given amount of data.
The average rotational latency is taken when the current 
position of the R-W head is not given. Because the R-W may 
be already present at the desired position or it might take a 
whole rotation to get the desired sector under the R-W head. 
But, if the current position of the R-W head is given then the 
rotational latency must be calculated.
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For Example
Consider a hard disk with:

4 surfaces
64 tracks/surface
128 sectors/track
256 bytes/sector

What is the capacity of the hard disk?
Disk capacity = surfaces * tracks/surface * sectors/track * bytes/sector
Disk capacity = 4 * 64 * 128 * 256
Disk capacity = 8 MB

The disk is rotating at 3600 RPM, what is the data transfer rate?
60 sec -> 3600 rotations
1 sec -> 60 rotations
Data transfer rate = number of rotations per second * track capacity * 
number of surfaces (since 1 R-W head is used for each surface)
Data transfer rate = 60 * 128 * 256 * 4
Data transfer rate = 7.5 MB/sec
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..Example . . .

The disk is rotating at 3600 RPM, what is the average 
access time?

Since seek time, controller time and the amount of data to be 
transferred is not given, we consider all three terms as 0.
Therefore, :

Average Access time = Average rotational delay
Rotational latency => 60 sec -> 3600 rotations
1 sec -> 60 rotations
Rotational latency = (1/60) sec = 16.67 msec.
Average Rotational latency = (16.67)/2
= 8.33 msec.
Average Access time = 8.33 msec.
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4. Disk Formatting

Disk formatting is a process to configure the data-storage devices such as 
hard-drive, floppy disk and flash drive when we are going to use them for 
the very first time or we can say initial usage. Disk formatting is usually 
required when new operating system is going to be used by the user. It is 
also done when there is space issue and we require additional space for 
the storage of more data in the drives. When we format the disk then the 
existing files within the disk is also erased.
We can perform disk formatting on both magnetic platter hard-drives and 
solid-state drives.
When we are going to use hard-drive for initial use it is going to search for 
virus. It can scan for virus and repair the bad sectors within the drive. Disk 
formatting has also the capability to erase the bad applications and 
various sophisticated viruses.
As we know that disk formatting deletes data and removes all the 
programs installed with in the drive. So it can be done with caution. We 
must have the backup of all the data and applications which we require. 
No-doubt disk formatting requires time. But the frequent formatting of 
the disk decreases the life of the hard-drive.
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Formatting process of disk:
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1. Low-level Formatting :
Low level formatting is a type of physical formatting. It is the process of 
marking of cylinders and tracks of the blank hard-disk. After this there is the 
division of tracks into sectors with the sector markers. Now-a-days low-level 
formatting is performed by the hard-disk manufactures themselves.
We have data in our hard-disk and when we perform low-level formatting in 
the presence of data in the hard-disk all the data have been erased and it is 
impossible to recover that data. Some users make such a format that they 
can avoid their privacy leakage. Otherwise low-level will cause damage to 
hard-disk shortens the service-life.
Therefore, this formatting is not suggested to users.
2. Partitioning :
As suggesting from the name, partitioning means divisions. Partitioning is 
the process of dividing the hard-disk into one or more regions. The regions 
are called as partitions.
It can be performed by the users and it will affect the disk performance.



HNDIT 3052 Operating Systems

3. High-level Formatting :
High-level formatting is the process of writing. Writing on a 
file system, cluster size, partition label, and so on for a 
newly created partition or volume. It is done to erase the 
hard-disk and again installing the operating system on the 
disk-drive.

Figure Steps of High-level Formatting
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Firstly High-level formatting clears the data on hard-disk, 
then it will generate boot information, then it will 
initialise FAT after this it will go for label logical bad 
sectors when partition has existed.
Formatting done by the user is the high-level formatting.
Generally, It does not harm the hard-disk.It can be done 
easily with the Administrator, Windows snap-in Disk 
Management tool, diskpart, etc.
We can use such a format to fix some problems like errors 
in the file system, corrupted hard-drive and develop bad 
sectors.
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Common File Systems:
There are many different file systems in use today, each with its 
advantages and disadvantages. Here are some of the most common file 

NTFS
by Windows operating systems since Windows XP. It offers features such 
as file compression, encryption, and permissions, making it suitable for 
use on local hard drives and network storage.
FAT32
widely used on removable storage devices such as USB drives and 
memory cards. It is compatible with both Windows and Mac OS but has 
limitations such as a maximum file size of 4GB.
exFAT exFAT (Extended File Allocation Table) is a newer file system 
designed to overcome some of the limitations of FAT32. It supports larger 
file sizes and is more resistant to corruption, making it suitable for use on 
external storage devices.
HFS+
by Mac OS X. It offers features such as file compression and encryption 
and is designed for use on local hard drives and external storage devices.
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Choosing the Right File System
When choosing a file system, it is important to consider 
the intended use of the storage device. Some factors to 
consider include compatibility with other devices and 
operating systems, support for large file sizes, and the 
need for advanced features such as file encryption or 
compression. It is also important to note that different file 
systems have different performance characteristics, so it 
may be necessary to benchmark the device with different 
file systems to determine which one provides the best 
performance for your specific use case.
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Steps to Format a Disk(For Windows):
1. Connect the disk to your computer and ensure that it is 

recognized by the system.
2. Open File Explorer and locate the disk you want to format.
3. Right-click on the disk and select "Format" from the context 

menu.
4. In the "Format" dialog box, select the file system you want to use 

(e.g. NTFS, FAT32, exFAT) and choose a name for the volume.
5. If you want to perform a quick format, leave the "Quick Format" 

option checked. If you want to perform a full format, uncheck 
this option.

6. Click "Start" to begin the formatting process.
7. Wait for the formatting process to complete. This may take 

several minutes or longer, depending on the size of the disk and 
the formatting options you have chosen.

8. Once the formatting process is complete, the disk will be ready 
for use.
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Recovery Options:

After formatting a disk, you may wonder if the data on it 
can be recovered. Here are some recovery options to 

Data Recovery Software
software options available that can scan the formatted 
disk and attempt to recover lost data. Some popular 
options include Recuva, EaseUS Data Recovery Wizard, 
and Disk Drill.
Professional Data Recovery Services
particularly important or the formatting process was 
done improperly, you may want to consider professional 
data recovery services. These companies specialize in 
recovering data from damaged or formatted disks.
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5. Disk Arm Scheduling Algorithms

Disk scheduling is done by operating systems to schedule 
I/O requests arriving for the disk. Disk scheduling is also 
known as I/O Scheduling.
Importance of Disk Scheduling in Operating System

1. Multiple I/O requests may arrive by different processes and only one I/O 

request can be served at a time by the disk controller. Thus other I/O 

requests need to wait in the waiting queue and need to be scheduled.

2. Two or more requests may be far from each other so this can result in 

greater disk arm movement.

3. Hard drives are one of the slowest parts of the computer system and thus 

need to be accessed in an efficient manner.
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There are number of algorithms in Disk Scheduling:

Disk Scheduling Algorithms
FCFS (First Come First Serve)
SSTF (Shortest Seek Time First)
SCAN (Elevator Algorithm)
C-SCAN (CIrcular SCAN)
LOOK
C-LOOK
RSS
LIFO (Last-In First-Out)
N-Step SCAN
F-SCAN, etc...

Among them, here we discuss only following three algorithms.
1. First Come First Serve (FCFS)
2. Shortest Seek Time First (SSTF)
3. SCAN.
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Important Terms Associated with Disk Scheduling:
1. Seek Time: Seek time is the time taken to locate the disk arm to a specified track 

where the data is to be read or written. So the disk scheduling algorithm that gives a 
minimum average seek time is better.

2. Rotational Latency: Rotational Latency is the time taken by the desired sector of the 
disk to rotate into a position so that it can access the read/write heads. So the disk 
scheduling algorithm that gives minimum rotational latency is better.

3. Transfer Time: Transfer time is the time to transfer the data. It depends on the rotating 
speed of the disk and the number of bytes to be transferred.

4. Disk Access Time:
Disk Access Time = Seek Time + Rotational Latency + Transfer Time
Total Seek Time = Total head Movement * Seek Time
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Important Terms Associated with Disk Scheduling:

5. Disk Response Time: Response Time is the average 
time spent by a request waiting to perform its I/O 
operation. The average Response time is the response 
time of all requests. Variance Response Time is the 
measure of how individual requests are serviced with 
respect to average response time. So the disk 
scheduling algorithm that gives minimum variance 
response time is better.
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1. FCFS (First Come First Serve)
FCFS is the simplest of all Disk Scheduling Algorithms. In FCFS, the requests are 
addressed in the order they arrive in the disk queue. Let us understand this with 
the help of an example.
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Example: 

Suppose the order of request is- (82,170,43,140,24,16,190)
And current position of Read/Write head is: 50

Advantages of FCFS
Here are some of the advantages of First Come First Serve.
Every request gets a fair chance
No indefinite postponement

Disadvantages of FCFS
Here are some of the disadvantages of First Come First Serve.
Does not try to optimize seek time
May not provide the best possible service
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2. SSTF (Shortest Seek Time First)

In SSTF (Shortest Seek Time First), requests having the shortest seek time are 
executed first. So, the seek time of every request is calculated in advance in the 
queue and then they are scheduled according to their calculated seek time. 

As a result, the request near the disk arm will get executed first. SSTF is certainly 
an improvement over FCFS as it decreases the average response time and 
increases the throughput of the system. Let us understand this with the help of 
an example.
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Example:

Suppose the order of request is- (82,170,43,140,24,16,190)
And current position of Read/Write head is: 50

Advantages of Shortest Seek Time First
Here are some of the advantages of Shortest Seek Time First.
The average Response Time decreases
Throughput increases

Disadvantages of Shortest Seek Time First
Here are some of the disadvantages of Shortest Seek Time First.
Overhead to calculate seek time in advance
Can cause Starvation for a request if it has a higher seek time as 
compared to incoming requests
The high variance of response time as SSTF favors only some 
requests
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3. SCAN

In the SCAN algorithm the disk arm moves in a particular direction and services 
the requests coming in its path and after reaching the end of the disk, it reverses 
its direction and again services the request arriving in its path. So, this algorithm 
works as an elevator and is hence also known as an elevator algorithm. As a 
result, the requests at the midrange are serviced more and those arriving behind 
the disk arm will have to wait. Example:
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Suppose the requests to be addressed are-
82,170,43,140,24,16,190. And the Read/Write arm is at 50, and it is 
also given that the disk arm should move

Therefore, the total overhead movement (total distance covered 
by the disk arm) is calculated as
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Advantages of SCAN Algorithm
Here are some of the advantages of the SCAN Algorithm.
High throughput
Low variance of response time
Average response time

Disadvantages of SCAN Algorithm
Here are some of the disadvantages of the SCAN 
Algorithm.
Long waiting time for requests for locations just visited by 
disk arm
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RAID:

In their 1988, Patterson suggested six specific disk organizations that could be 
used to improve disk performance, reliability, or both. These ideas were quickly 
adopted by industry and have led to a new class of I/O device called a RAID. 
Patterson defined RAID as Redundant Array of Inexpensive Disks, but industry 

Why to use RAID?
With the increasing demand in the storage and data world wide the 
prime concern for the organization is moving towards the security 
of their data. Now when I use the term security, here it does not 
means security from vulnerable attacks rather than from hard disk 
failures and any such relevant accidents which can lead to 
destruction of data. Now at those scenarios RAID plays it magic by 
giving you redundancy and an opportunity to get back all your data 
within a glimpse of time.

RAID Levels
Now with the moving generation and introduction of new 
technologies new RAID levels started coming into the picture with 
various improvisation giving an opportunity to organizations to 
select the required model of RAID as per their work requirement.
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RAID levels 0 through 6. Backup and parity 
drives are shown shaded
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RAID levels 0 through 6. Backup and parity 
drives are shown shaded
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RAID 0: This level strips the data into multiple available drives equally giving a 
very high read and write performance but offering no fault tolerance or 
redundancy. This level does not provides any of the RAID factor and cannot be 
considered in an organization looking for redundancy instead it is preferred 
where high performance is required.

Calculation:
No. of Disk: 5
Size of each disk: 100GB
Usable Disk size: 500GB

HNDIT 3052 Operating Systems

RAID 1 : This level performs mirroring of data in drive 1 to drive 2. It offers 100%
redundancy as array will continue to work even if either disk fails. So organization looking
for better redundancy can opt for this solution but again cost can become a factor.

Calculation:
No. of Disk: 2
Size of each disk: 100GB

Usable Disk size: 100GB
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RAID 2
This level uses bit-level data stripping rather than block level. To be able to use RAID 2
make sure the disk selected has no self disk error checking mechanism as this level uses
external Hamming code for error detection. This is one of the reason RAID is not in the
existence in real IT world as most of the disks used these days come with self error
detection. It uses an extra disk for storing all the parity information

Calculation:
Formula: n-1 where n is the no. of disk

If, No. of Disk: 3
Size of each disk: 100GB

Usable Disk size: 200GB
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RAID 3

This level uses byte level stripping along with parity. One dedicated drive is used to 
store the parity information and in case of any drive failure the parity is restored 
using this extra drive. But in case the parity drive crashes then the redundancy gets 
affected again so not much considered in organizations.
Calculation:
Formula: n-1 where n is the no. of disk
No. of Disk: 3
Size of each disk: 100GB
Usable Disk size: 200GB
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RAID 4: This level is very much similar to RAID 3 apart from the feature where 
RAID 4 uses block level stripping rather than byte level.
Calculation:
Formula: n-1 where n is the no. of disk
No. of Disk: 3
Size of each disk: 100GB
Usable Disk size: 200GB

HNDIT 3052 Operating Systems

RAID 5: It uses block level stripping and with this level distributed parity concept came 
into the picture leaving behind the traditional dedicated parity as used in RAID 3 and RAID 
5. Parity information is written to a different disk in the array for each stripe. In case of 
single disk failure data can be recovered with the help of distributed parity without affecting 
the operation and other read write operations.

Calculation:
Formula: n-1 where n is the no. of disk
No. of Disk: 4
Size of each disk: 100GB
Usable Disk size: 300GB
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RAID 6: This level is an enhanced version of RAID 5 adding extra benefit of dual parity. 
This level uses block level stripping with DUAL distributed parity. So now you can get 
extra redundancy. Imagine you are using RAID 5 and 1 of your disk fails so you need to 
hurry to replace the failed disk because if simultaneously another disk fails then you 
won't be able to recover any of the data so for those situations RAID 6 plays its part 
where you can survive 2 concurrent disk failures before you run out of options.
Calculation:
Formula: n-2 where n is the no. of disk
No. of Disk: 4
Size of each disk: 100GB
Usable Disk size: 200GB
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RAID 0+1: This level uses RAID 0 and RAID 1 for providing redundancy. Stripping of 
data is performed before Mirroring. In this level the overall capacity of usable 
drives is reduced as compared to other RAID levels. You can sustain more than one 
drive failure as long as they are not in the same mirrored set.
NOTE: The no. of drives to be created should always be in the multiple of 2
Calculation:
Formula: n/2 * size of disk (where n is the no. of disk)
No. of Disk: 8
Size of each disk: 100GB
Usable Disk size: 400GB
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RAID 1+0 (RAID 10): This level performs Mirroring of data prior stripping which makes it 
much more efficient and redundant as compared to RAID 0+1. This level can survive multiple 
simultaneous drive failures. This can be used in organizations where high performance and 
security are required. In terms of fault Tolerance and rebuild performance it is better than 
RAID 0+1.
Calculation:
Formula: n/2 * size of disk (where n is the no. of disk)
No. of Disk: 8
Size of each disk: 100GB
Usable Disk size: 400GB
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Difference between Unix and Linux
Difference between Linux and Android
(Case Study) Working with Linux Distros 
challenges of designing operating systems for different 
platforms; 
Practice Installation and basic configurations of Unix 
based systems 
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Difference between Unix and Linux

The Linux:
Linux is a group of open-source Unix-like operating systems 
which was developed by Linus Torvalds. It is a package of 
Linux distribution. 
Some of the most used Linux distributions are Debian, Fedora, 
and Ubuntu. It was basically written in C language and 
assembly language. 
The kernel used in Linux is a Monolithic kernel. The target 
systems of Linux distributions are cloud computing, 
embedded systems, mobile devices, personal computers, 
servers, mainframe computers, and supercomputers. The first 
version of Linux was launched in 1991. 
The most recent version of Linux for personal computers is 5.6 
(kernel).
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Android is a mobile operating system that is provided by 
Google. It is based on the modified version of the Linux 
kernel and other open-source software. 
It is specifically designed for touchscreen mobile devices 
like smartphones and tablets. 
It was developed using C, Java, C++, and other languages. 
The first version of Android was launched by Google in 
2008. The latest stable version of Android is Android 10. It 
is provided totally free of cost. 
It is the most used operating system overall.
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Difference between Unix and Linux
Linux is an operating system that was developed by Linus 

kernel. It is an open-source software that is completely free to 
use. It is used for computer hardware and software, game 
development, mainframes, etc. It can run various client 
programs.
Unix is a portable, multi-tasking, bug-fixing, multi-user 
operating system developed by AT&T. It started as a one-man 
venture under the initiative of Ken Thompson of Bell Labs. It 
proceeded to turn out to become the most widely used 
operating system. It is used in web servers, workstations, and 
PCs. Many business applications are accessible on it.

Linux and Unix are both operating systems that are commonly 
used in enterprise and server environments.
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What are the differences between Linux and Unix?
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Features of UNIX Operating System:
Multitasking:
Multi-user:
Portability:
File Security and Protection:
Command Structure:
Communication:
Open Source:
Accounting:
UNIX Tools and Utilities:
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1. The structure of Unix OS Layers, 2. Kernel Architecture

1. The structure of Unix OS Layers
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Linux Distributions (Distros)

Introduction to Linux Distribution
Other operating systems like Microsoft combine each bit of codes internally and release it 
as a single package. You have to choose from one of the version they offer.
But Linux is different from them. Different parts of Linux are developed by different 
organizations.
Different parts include kernel, shell utilities, X server, system environment, graphical 
programs, etc. If you want you can access the codes of all these parts and assemble them 
yourself. But its not an easy task seeking a lot of time and all the parts has to be assembled 
correctly in order to work properly.
From here on distribution (also called as distros) comes into the picture. They assemble all 
these parts for us and give us a compiled operating system of Linux to install and use.
A Linux distribution is an OS made through a software collection that contains the Linux 
kernel and a package management system often.
Usually, Linux users obtain their OS by downloading a Linux distribution, available for a 
range of systems from embedded devices (e.g., OpenWrt) to robust supercomputers (e.g., 
Rocks Cluster Distribution).
A Linux distribution is composed of a Linux kernel, GNU libraries and tools, other software, 
a window system, documentation, a desktop environment, and a window manager.
Almost every added software is open-source and free and becomes available both as in 
source code and compiled binary form, permitting changes to the actual software.
Optionally, Linux distributions add a few proprietary software that might not be available in 
the source code form, like binary blocks needed for a few device drivers.
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Trends and types Linux distributions might be:

Non-commercial or commercial
Developed for home users, power users, or enterprise users
Supported on two or more types of platform or hardware-
specific, even to the certification extension via platform 
vendor
Developed for embedded, desktop, or server devices
Highly specialized or general purpose toward particular 
machine functionalities (e.g., computer clusters, network 
routers, and firewalls)
Targeted at particular user groups, e.g., by language 
internationalization and localization or by including several 
scientific computing and music production packages
Primarily, built for comprehensiveness, portability, usability, or 
security
Rolling release or standard release.
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Linux Distributions List:
(1) Ubuntu:
It came into existence in 2004 by Canonical and quickly became popular.
Canonical wants Ubuntu to be used as easy graphical Linux desktop without the
use of command line. It is the most well known Linux distribution. Ubuntu is a
next version of Debian and easy to use for newbies. It comes with a lots of pre-
installed apps and easy to use repositories libraries.
Earlier, Ubuntu uses GNOME2 desktop environment but now it has developed its
own unity desktop environment. It releases every six months and currently
working to expand to run on tablets and smartphones.

(2) Linux Mint: 
Mint is based on Ubuntu and uses its repository software so some packages are
common in both.
Earlier it was an alternative of Ubuntu because media codecs and proprietary
software are included in mint but was absent in Ubuntu. But now it has its own
popularity and it uses cinnamon and mate desktop instead of Ubuntu's unity
desktop environment.
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(3) Debian: Debian has its existence since 1993 and releases its versions much 
slowly then Ubuntu and mint. This makes it one of the most stable Linux 
distributor.
Ubuntu is based on Debian and was founded to improve the core bits of Debian 
more quickly and make it more user friendly. Every release name of Debian is 
based on the name of the movie Toy Story.

(4) Red Hat Enterprise / CentOS: Red hat is a commercial Linux distributor. 
There products are red hat enterprise Linux (RHEL) and Fedora which are freely 
available. RHEL is well tested before release and supported till seven years after 
the release, whereas, fedora provides faster update and without any support.
Red hat uses trademark law to prevent their software from being redistributed. 
CentOS is a community project that uses red hat enterprise Linux code but 
removes all its trademark and make it freely available. In other words, it is a free 
version of RHEL and provide a stable platform for a long time.

(5) Fedora: It is a project that mainly focuses on free software and 
provides latest version of software. It doesn't make its own desktop 
environment but used 'upstream' software. By default it has 
GNOME3 desktop environment. It is less stable but provides the 
latest stuff.
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Kernel Architecture of Linux
Kernel is a small and special code which is the core 
component of Linux OS and directly interacts with 
hardware. 
It is the intermediate level between software and 

components. 
It is developed in C language. Moreover, it has different 
blocks which manage various operations. Kernel runs a 
number of processes concurrently and manages various 
resources. 
It is viewed as a resource manager when several 
programs run concurrently on a system. In this case, the 
kernel is an instance that shares available resources like 
CPU time, disk space, network connections etc.
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FUNDAMENTAL ARCHITECTURE OF LINUX
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Linux Niche distributions

Some other distributions require specific niches, including:

1. Routers: e.g., targeted by OpenWrt (the Tiny embedded router 
distribution)

2. Internet of things: e.g., targeted by Microsoft's Azure Sphere and Ubuntu 
Core

3. Home theatre PCs: e.g., targeted by Mythbuntu, Kodi (formerly XBMC), 
and KnoppMyth

4. Specific platforms: e.g., the Raspberry Pi platform is targeted by Raspberry 
Pi OS

5. Education: some examples are Karoshi and Edubuntu, and server systems 
are PCLinuxOS-based

6. Scientific workstations and computer servers: e.g., aimed by Scientific 
Linux

7. Penetration testing, digital forensics, and computer security: some 
examples are Parrot Security OS and Kali Linux

8. Anonymity and privacy: e.g., targeted by FreedomBox, Qubes, Whonix, or 
Tails

9. Gaming: e.g., SteamOS
10. Offline use: e.g., Endless OS
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Practice Linux

1. Linux commands
i. Linux file and directory management commands.

1. cd
2. ls
3. touch
4. cat
5. mv

ii. Linux security
1. Permissions
2. Use A Firewall To Protect The Network
3. Protecting wireless networks
4. Networking protocols
5. Using the Blocking Technique
6. Anti-Virus
7. Software Updates
8. Security Testing
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Linux Security 
 

Introduction 
Linux has been in great demand due to its fancy features and ease of access. But how does it 
manage to provide security? To know about the security aspect of Linux, keep reading! 

 

Linux users are less prone to viruses than other operating systems, but many security issues still 
need to be taken care of.  
 
What Are The Various Security Requirements? 
We must fulfill some security requirements due to laws and regulations. Other security aspects 
are for the user and the safety of data. 
We need to consider the following factors- 

 Authorization - Only allow limited access 
 Authenticity - Verifying the identity 
 Privacy and Integrity- Ensure personal information and data are not compromised. 
 Availability - We need to ensure that the system can perform its required function. 

  
 

The next question may arise: why do we need to impose so much security? Who are we 
protecting our systems from? How do they endanger the integrity of your system? 
Let us look at the answers to these questions. 
 

Threats And Vulnerabilities 

 

 Theft Of Data- Our computers have private information that we should protect. If this data goes into 
unsafe hands, it can lead to damages and losses. 

 Manipulation Of Data- If someone not supposed to access the data gets it somehow, they can modify 
its contents. This is a more considerable risk as the authenticity of information is lost. 

 Denial Of Service-Denial of Service (DoS) attacks are where the attacker disables or makes unusable 
the services provided by the system. These types of attacks happened with companies like Yahoo in 
the 2000s. These are complex attacks and need to be tackled. 

 Direct Access To Computer- It is a common practice that we can use your computer to cause attacks 
by logging into other user accounts. We can use your machine to cause damage, and this situation 
becomes highly disgraceful. 
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Security Measures 

 

The following security measures are the most powerful ones. Let us look at each one of them. 
 

Permissions  
The conventional authentication method uses a username and password. The username is not-so-
hidden information, as everyone can see, Although the password is encrypted. It is only known to 
the user. The algorithm employed for encryption is one-way and rechecked every time a user 
enters the password. 
In UNIX, the details of the passwords are present in the/etc/passwd file. This is prone to harm. 
Linux OS prevents this issue by using a shadow password file with restricted permission to read. 
 

Use A Firewall To Protect The Network 
Once your system is connected to the network, it becomes more vulnerable. We need to make sure 
that the transmitted data is safe. Se can do this by separating the network of computers and other 
networks. We can achieve this with the help of a firewall. A firewall determines whether traffic is 
allowed to pass or not. Firewalls are protection devices that act as a borderline between trusted 
and unsafe networks.  
 

Protecting wireless networks 
Using a firewall is a wise decision, but it has disadvantages. Network signals and firewalls can be 
messed up. We can secure the network by using WPA wireless network encryption. We can also 
apply tunneling on network traffic by using VPNs. 
 

Networking protocols 
We should insist on safer protocols like SSH, which transmits the data after encrypting it. The 
encrypted information is coded data and is not understandable without proper decryption. 
Outsiders can access the shared data if we continue using standard unsecured protocols like File 
Transfer Protocol and Telnet. This data is tampered with because it is unencrypted. We should 
employ more physical security to make data transmission safe and reliable. 
 

Using the Blocking Technique 
Another method to protect your local machine from the external network is to utilize specific 
blocking techniques. We can block clear network access and inbound links by using personal 
firewalls and restricting access using configuration. We can also use other software like 
Tcpwrappers to employ restrictions and save the data. 
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Anti-Virus 
Although Linux is a fancy operating system that does not require explicit Anti Virus software, it can 
still be a carrier and affect other operating systems which are more vulnerable. It is, therefore, a 
healthy practice to occasionally run scans on your system to ensure no virus. Several anti-virus 
packages are available to do this job. 
 

Software Updates 
No software is safe from bugs. Whenever we encounter a bug at the security level, we need to find 
a solution for it. We can install a software update checker to achieve this in Linux distributions. 
This is included in Linux. The system automatically performs checks on data getting installed from 
unknown sources and fixes the bug wherever found. It also manually updates itself if needed. 
 

Security Testing 
After completing the system and the network operations, we should test to see if there are any 
more vulnerabilities to tackle. We can achieve this by using a network port scanning or dedicated 
security software tester. It tests the system and network for all possible vulnerabilities. This 
practice of software testing for access is penetration testing. There are many open-source tools 
available on the internet to support security testing. One example of such a feature is the open-
source network scanner, Nmap. It is used to check the vulnerabilities of the network. We should 
remember that we can only apply these testing methods to authorized systems. It is a criminal act 
to run these checks on unauthorized ones. 
 

Frequently Asked Questions 
Mention the various requirements of security. 
Authorization, Authenticity, Privacy, Integrity, and Availability are security requirements. 
 

Why should we run Anti-virus scans on Linux OS? 
Although Linux is a fancy operating system that does not require explicit Anti Virus software, it 
can still be a carrier and affect other operating systems which are more vulnerable. 
 

What do you mean by SSH? 
SSH stands for "Secure Shell." The SSH protocol is a secure alternative to unsecured remote shell 
protocols. 
 

What does a Firewall do? How does it work? 
A firewall guards your network against attackers. It scans the data that tries to enter the network 
and imposes restrictions on anything that looks fishy. 
 

Where are the password details kept in UNIX OS? 
In UNIX, the details of the passwords are present in the/etc/passwd file. 
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Linux - File Security 
 

Introduction 
Along with windows, iOS and macOS, Linux is also an operating system. An operating system 
manages the communication between the hardware and software. Linux is open-source, free of 
cost and highly secure. 
In Linux, everything is either a file or a process. Images, texts, videos and hardware drivers, 
software applications everything is a file. These files are divided into three categories- users, 
groups and other files which are neither owned by a user nor belong to a group. Permissions are 
defined for each file i.e. you can define who can read, write or execute the file.  

 

 
In this article, we will discuss how to secure your files in Linux.  
File owner categories 
In Linux, a file can belong to any of the following categories - 

Category Description Code 

User or 
owner 

A user is the owner of the file. By default, the creator of the file is the owner. A user 
has read, write and delete permissions.  

u 

Group Multiple users together form a group. In a group all the members have equal 
permissions.  

g 

Other A user that is neither an owner nor belongs to a group is kept in this category.  o 

File Permissions 
Every user, owner or other user has the read, write and execute permission.  

Permission Description Code 

read Anyone with read permission can view the content of the file but CANNOT edit 
or modify the contents of the file.  

-r or -4 

write Anyone with write permission can edit the contents of the file. At the directory 
level, anyone with write permission can remove or rename the file.  

-w or -2 

execute  Only users that have execute permission can run the program.  -x or -1 

An example of permissions given to the user, group and other users.  
-rwxr--rw- 
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permissions.  
 It is made up of 10 characters.  
 The first character is either -  or d . For the first place -  means that it is a file and d  denotes 

a directory.  
 The characters 2  to 4 are permissions for an owner.  
 The characters 5 to 7 are permissions for a group.  
 The characters 8 to 10 are permissions for other users. 

-
absence of that permission.   
In the above example, -rwxr--rw- :  

 The permissions are defined for a file. (-rwxr--rw-) 
 The user has all permissions (read, write and execute). (-rwxr--rw-) 
 The group has only read permissions. (-rwxr--rw-) 
 The other users have read and write permissions. (-rwxr--rw-)  

  

As mentioned above, the numeric code for r is 4, w is 2 and x is 1.  
  

-- permission can be written as (4+0+0) 4.  
- permission can be written as (4+2+0) 6.  

Hence, rwxr--rw- can be written as 746. 
Use ls -l command to view all the ownerships and permissions.  
 

chgrp command 
The change group command is used to change the ownership permissions of a group.  

 Syntax:  
chgrp <new group name> <filename> 
Note: Only root users have the permission to change the owner or group of the files in the system. 
 

 Example 
chgrp newfile ninjafile  

 When we run this command the ninjafile will now become a part of the newfile group.  
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 chown command 

This command is used to change the owner of a file. 
 Syntax:  

This syntax will change the owner only.   
chown <new owner> <filename>  
 

 Example 
chown newowner ninjafile 

 When we run this command, the owner of the file ninjafile will change to newowner.  
The following syntax will change the user and the group.  
chown <new owner name : new group name> <file name>  

 Example 
chown newowner:newfile  ninjafile 

 When we run this command, the owner and the group of the file will change to newowner and 
newfile respectively.  
Changing Permissions: chmod command 
If you want to update the permissions of the owner, group or other user, you can use 
the chmod command.  
To understand how to use this command, we will use examples   
 

Adding permissions 
ninjafile  -rwxrw-r-- 

Enter the following command to grant group users permission to execute the file. 
chmod g+x ninjafile 
In the above command  

 g  refers to a group. 
 +  refers to granting permission.  
 x  denotes execute permission.  
 So, now the ninjafile will have following permissions: -rwxrwxr  

 

Removing Permissions  
ninjafile  -rw-r--r-- 

Run the following command to remove write permission from the owner.  
chmod u-w ninjafile 

 So, now the ninjafile will have following permissions: -r--r--r-- 
- -w is denotes removal of write permission from user.  

 

Multiple users permission 
ninjafile  -rw-r--r-- 

Run the following command to add write permission to the group and other users. 
chmod go+w ninjafile 

 So, now the ninjafile will have following permissions: -rw-rw-rw-  
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Separate Permissions to separate users  
ninjafile  -rwxrw-r-- 

Run the following command to add write permission to the other users and remove execute 
permission from the user (owner). 
chmod u-x, o+w ninjafile 

 So, now the ninjafile will have following permissions: -rw-rw-rw-  
 

Permissions to all 
ninjafile permissions: -r-xr-xr-- 

Suppose we want to add write permission to all the categories of users.  
Run the following command to add permissions to ALL:  
chmod a+w ninjafile  
or 
chmod ugo+w ninjafile 

 So, now the ninjafile will have following permissions: -rwxrwxrw-  
 

Multiple permissions 
ninjafile  -rwxrw-r-- 

Run the following command to add write and execute permission to the other users and remove 
execute permission from the user (owner). 
chmod o+wx ninjafile 

 So, now the ninjafile will have following permissions: -rwxrw-rwx 
 

Assigning Permissions 
ninjafile  -r--rw-r-- 

Run the following command to assign all permissions to the user and group. 
chmod ug=rwx 

 So, now the ninjafile will have following permissions: -rwxrwxr-- 
  
Points to remember about chmod- 

 Use +  -   
 To add/remove/assign permissions to all  
 You can add permissions to multiple worlds by writing them together (like, ugo+x).  
 You can add multiple permissions to multiple/single world (like ugo+rwx or u-rx, etc).  
 =  will overwrite the previous permissions and grant new permissions.  

 

The file Mask 
Every new file is given a set of permissions when it is created. A new file is given all the 
permissions to all the categories i.e. a new file will have -rwxrwxrwx permissions. A new 
directory is given permission to read and write for all the categories i.e. a new directory will have 
drw-rw-rw- permissions.  
Use unmask command to view the permissions given to a newly created file or directory.  
Syntax  
unmask  
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Basic File Management Commands in Linux

File Management Commands
pwd Command
Pwd returns the full path name of the current remote working directory. In the above example, the 
command output is /home/amisha_26, which implies that we are working in the amisha_26 
directory, which is inside the home directory.
Syntax:
$ pwd -L: Prints the symbolic path.
$ pwd -P: Prints the actual path.

Example:

cd Command
The command cd also sometimes called as chdir , it allows you to move between directories. The 
cd command accepts an argument, generally the name of the folder to which you wish to move. 
Thus the entire command is cd your-directory.
Syntax :
$ cd <directory_name> (Will move to the desired directory)
$ Cd .. (will move back to the previous directory)

Example:

Example:

HNDIT 3052 Operating Systems (SLIATE LMS)

Page 2 of 6

ls Command

files.
In the above example, ls list all the files present in the directory named as amees.
Syntax :
$ ls

Example:

touch Command
The primary use of the touch command is to alter a timestamp. The function is commonly used for 
file creation, even though this is not its core role. The terminal program may modify and access 
times for any specified file. The touch command only creates a file if it does not already exist.
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Syntax:
$ touch <options> <file or directory name>

OPTIONS MEANING

-a Changes the access time

-c if the file does not exist, do not create it

-d update the access and modification times

-m change the modification time only

-r use the access and modification times of the file

-t creates a file using a specified time

Example:

cat Command
Cat or concatenate is often used in Linux. It reads the files' content and gives the content's output 
on the terminal screen. In the above example, we used the command cat to read the file1.txt and 
you can see the In the above example, we used the command cat to read the file1.txt and see the 
output below the command.
Syntax:
$ cat <filename>
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Example:

mv Command
The mv command is often used in Linux; this command is used to move a file from one directory to 
another directory. There is also a second use of the mv command. We can change the name of any 
existing file to a new name, whichever we desire.
In the above example, we are changing the name of a.txt to b.txt.
Here we are using the mv command, which will change the name of the file a.txt to b.txt.
Syntax:
$ mv <filename> <new file name>

Example:

cp Command
Cp means to copy. The command is used to copy files or groups of files. In the above example, we 
are using the cp command to copy the content of file3.txt and will paste it into the file named 
file1.txt.
Syntax:
cp <file/directory-sources> <destination>

Example:



HNDIT 3052  Operating Systems (SLIATE LMS) 

Page 5 of 6 
 

 

mkdir Command 
  also 

directories. 
Syntax: 
mkdir <options> <directories> 

OPTION MEANING 

-v print a message for each created directory  

-p  no error if existing 

Example: 

 

rm Command 
  also 

the file will be permanently deleted. In GUIs, we got recycle bin and trash for recovering files. So 
we need to take extra care while using the rm command. 
Example: 
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