
 

=> What is a Database ? 

A shared collection of logically related data designed to meet the information requirements of an 
organization. 

 
A database is a structured electronic storage system for organizing and managing data efficiently. 

Examples - MySQL, Oracle, MongoDB, MS Access, SQL Server, Informix, PostgreSQL, 

=> What is a Database Management System? 

A software system that enables users to define, create and maintain the database and which 
provides controlled access to the database. 

=> Actors on the DBMS 

● Database Administrator 

Coordinates all the activities of the database system.the database administrator has a good 
understanding of the enterprise’s information resources and needs. 

Database administrator's duties include. 

- Schema definition 
- Granting user authority to access the database 
- Schema and physical organization modification 
- Storage structure and access method definition 
- Specifying integrity constraints 
- Acting as liaison with users 
- Monitoring performance and responding to changes in requirements 

● Database Users 
 

Users are differentiated by the way they expect to interact with the system 
 

- Application programmers – interact with system through DML calls 
- Sophisticated users – form requests in a database query language 
- Specialized users – write specialized database applications that do not fit into the 

traditional data processing framework 
- Naïve users – invoke one of the permanent application programs that have been 

written previously 
 

Examples, 
people accessing database over the web, bank tellers, clerical staff 

=> Difference between Traditional File based System and DBMS 
 

 

Traditional File DBMS 

Redundant data can be present in a file 
system 

In DBMS there is no redundant data. 

Only one user can access data at a time. Multiple users can access data at a time. 

There is no data independence. In DBMS data independence, 
mainly of two types: 
1) Logical Data Independence. 
2) Physical Data Independence. 



 

File systems provide less security in 
comparison to DBMS. 

DBMS has more security mechanisms as 
compared to file systems. 

There is less data consistency in the file 
system. 

There is more data consistency because 
of the process of normalization. 

It doesn’t provide an Inbuilt mechanism for 
backup and recovery of data. 

It provides in house tools for backup and 
recovery of data. 

 

 

=> 3-Tier Architecture in DBMS 

 

 
Defines DBMS schemas at three levels: 

 
- Internal schema 
- Conceptual schema: entities, data types, relationships, etc 
- External schemas at the external level to describe the various user views. 

 
Data Independence: 

 
- Logical Data Independence: ability to change conceptual schema without affecting 

application programs 
 

- Physical Data Independence: ability to change internal schema without affecting upper 
layers 



 

=> Data Model 

A Data Model in Database Management System (DBMS) is the concept of tools that are developed 
to summarize the description of the database. 

 
Types of Relational Models 

 
● Conceptual Data Model 
● Representational Data Model 
● Physical Data Model 

 
Some Other Data Models 

 
● Hierarchical Model 

 
Hierarchical Data Model: Hierarchical data model is the oldest type of the data 
model. It was developed by IBM in 1968. It organizes data in the tree-like structure. 

 
Hierarchical model consists of the following : 

 
● It contains nodes which are connected by branches. 
● The topmost node is called the root node. 
● Each node has exactly one parent. 
● One parent may have many child. 
● If there are multiple nodes appear at the top level, then these can be called as 

root segments. 
 

● Network Model 
 

It is the advanced version of the hierarchical data model. To organize data it uses 
directed graphs. In this child can have more than one parent. It uses the concept of 
the two data structures Records and Sets. 

 

 
● Object-Oriented Data Model 

Relational data model 

The relational data model was developed by E.F. Codd in 1970. There are no physical links 
as they are in the hierarchical data model. 

Following are the properties of the relational data model : 

● Data is represented in the form of table only. 
● It deals only with the data not with the physical structure. 
● It provides information regarding metadata. 
● At the intersection of row and column there will be only one value for the tuple. 
● It provides a way to handle the queries with ease. 



 

 
 

 
Example of a Relation 

 

In the STUDENT table, SSN is the key 

The Schema (or description) of a Relation: 

Denoted by R(A1, A2, ..... An) 
R is the name of the relation 
The attributes of the relation are A1, A2, ...., An 

 
Example: 

CUSTOMER (Cust-id, Cust-name, Address, Phone#) 
 

CUSTOMER is the relation name 
Cust-id is the Key 
Defined over the four attributes: Cust-id, Cust-name, Address, Phone# 

 
A tuple is an ordered set of values (enclosed in angled brackets ‘< … >’) 
Each value is derived from an appropriate domain. 
A row in the CUSTOMER relation is a 4-tuple and would consist of four values, for example: 



 

< 632895, "John Smith", "101 Main St. Atlanta, GA 30332", "(404) 894-2000" > 

This is called a 4-tuple as it has 4 values 
A tuple (row) in the CUSTOMER relation. 

The relation state is a subset of the Cartesian product of the domains of its attributes. 

 
Definition Summary 

 

 

Informal Terms Formal Terms 

Table Relation 

Column Header Attribute 

All possible Column Values Domain 

Row Tuple 

Table Definition Schema of a Relation 

Populated Table State of the Relation 

 
 

Relational Integrity Constraints 
 

There are three main types of constraints in the relational model 
 

● Key constraints 
● Entity integrity constraints 
● Referential integrity constraints 

 
Categories of data models 

1. Conceptual (high-level, semantic) data models 

Conceptual models include 
● Entity-relationship database model (ERDBM) 

 
Advantages 

- Exceptional conceptual simplicity 
- Visual representation 
- Effective communication tool 
- Integrated with the relational database model 

 
Disadvantages 

- No data manipulation language (no complete). 
- Loss of information content. 
- Limited constraint representation. 
- Limited relationship representation (internal relationship can 

not be depicted multiple relationships) 
‘ 



 

● Object-oriented model (OODBM) 

Advantages 
- Adds semantic content 
- Visual presentation includes semantic content 
- Database integrity 
- Both structural and data independence 

 
Disadvantages 

- Lack of OODM 
- Complex navigational data access 
- Steep learning curve 
- High system overhead slows transactions 

Relationships in Conceptual Models 

● One-to-one (1:1) 
● One-to-many (1:M) 
● Many-to-many (M:N) 

2. Physical (low-level, internal) data models 

Provide concepts that describe details of how data is stored in the computer. 

3. Implementation (representational) data models 

Implementation models include 
● Hierarchical database model (HDBM) 
● Network database model (NDBM) 
● Relational database model (RDBM) 
● Object-oriented database model (ODBM) 

1. Hierarchical database model (HDBM) 

Logically represented by an upside down tree 
 

- Each parent can have many children (segment linkage) 
- Each child has only one parent 

Advantages 

● Conceptual simplicity 
● Database security 
● Data integrity 
● Data independence 

Disadvantages 

● Complex implementation 
● Lacks structural independence 
● Difficult to manage and lack of standards 
● Applications programming and use complexity (pointer based) 



 

2. Network database model (NDBM) 

Advantages 

● Conceptual simplicity 
● Data access flexibility 
● Data independence 
● Promotes database integrity 
● Handles more relationship types (but all 1:M relationship) 
● Conformance to standards 

Disadvantages 

● System complexity 
● Lack of structural independence 

3. Relational database model (RDBM) 

Advantages 

● Structural independence 
● Improved conceptual simplicity 
● Easier database design, implementation, management, and use 
● Ad hoc query capability with SQL (4GL is added) 
● Powerful database management system 

Disadvantages 

● Substantial hardware and system software overhead 
● Poor design and implementation is made easy 
● May promote “islands of information” problems 

Features of relational DBMS. 

● 2-D tables (rows and columns representing records/tuples and fields/attributes) 
● Dynamic links among tables 
● Easy and flexible to design and use 
● Data independence 

=> Database Systems 

A database system is more than just data or data in combination with DBMS software 

A complete database system in an organization consists of four components. / Components of 
DBMS Environment 

● Hardware 
● Software 
● Data 
● Procedures (extra not lms) 
● People - 

Data Administrator (DA), Database Administrator (DBA), Database Designers 
(Logical and Physical), Application Programmers, End Users (naive and 
sophisticated) 



 

A DBMS typically provides following services, 

● A centralized data definition & data control facility known as a data dictionary/directory 
(DD/D) or catalog 

● Data Security and integrity mechanisms 
● Concurrent data access for multiple users 
● User-oriented data query, manipulation, and reporting capabilities 
● Programmer-oriented application system development capabilities 

 

 

=> Relational Model 

Relational Model - Properties 
 

● Each relation (or table) in a database has a unique name. 
● Each attribute (or column) within a table has a unique name. 
● Each row is unique. no two rows in a relation are identical 
● there can be no multi-valued attributes in a relation. 
● An entry at the intersection of each row and column is atomic (or single-valued). 

 
Attribute 

 
● Each column in the relation is an attribute of the relation. 
● The number of attributes of the relation is called the DEGREE OF THE RELATION. 
● The set of possible values that an attribute may have is the DOMAIN of the attribute. 

 
Tuple 

 
● A tuple is a collection of values that makes up one row of relation. 
● A tuple is the equivalent of a record. 
● Number of tuples in a relation is its CARDINALITY. 



 

 

 
Key 

 
● Primary Key - Primary Key is an attribute that uniquely identifies each row in a relation 

 
● Foreign keys / ( referential integrity) - 

A foreign key is a set of columns in one table that serve as the primary key in another 
table 

 
● Composite Key / Concatenated Key - 

Composite Key Is a primary key that consists of more than one attribute 
 

● Alternate Key - 
Alternate Key is the candidate keys other than the chosen primary key are called 
alternate keys. 

 
● Candidate key - 

Candidate key is a single key or a group of multiple keys that uniquely identify rows 
in a table 

 
● Super Key - 

Super Key an attribute or a combination of attributes that is used to identify the 
records uniquely is known as Super Key. 

 
● Cardinality- The cardinality of a table refers to the number of rows in the table 

 
● Degree - The degree of a table refers to the number of columns 

 
● Query - A query is a question about the data in your tables 

 
● Entity integrity - Entity integrity constraint specifies that no primary key can be null 



 

=> Entity-Relationship (E-R) Model 

ERD is a data modeling technique used in software engineering to produce a conceptual data 
model of an information system. 

 
Characteristics of E-R Model 

 
● Semantic data model 
● No physical DBMS 
● Design tools and documentation for database structure 
● Express the logical properties of an enterprise database 

 
Components of E-R Model 

 
1. Entity 
2. Attribute 
3. Key 
4. Relationship 
5. Structural constraints on relationship 

 
1. Entity 

 
An object or concept Thing in real world with independent existence 

 
"...anything (people, places, objects, events, etc.) about which we store information (e.g. supplier, 
machine tool, employee, utility pole, airline seat, etc.).” 

 

Types 

 
● Strong entity (parent, owner, dominant) - Strong Entity does not depend on other entity. 
● Weak entity (child, dependent, or subordinate) - Weak entity is a depend on another entity 

 

2. Attribute 
 

attribute is Particular properties that describe entity 

 

Types 
● Key attribute: Uniqueness property must hold for every entity set of the entity type 
● Composite 
● Multi-valued 
● Derived 
● Stored 
● derived attributes 



 

1. Key attribute 

The attribute which uniquely identifies each entity in the entity set is called the key 
attribute. 

 

2. Composite Attributes 
 

Can be subdivided into smaller subparts 

 

3. Multivalued Attribute 
 

An attribute consisting of more than one value for a given entity. 

 

4. Derived Attributes 
 

An attribute that can be derived from other attributes of the entity type is known as a 
derived attribute. 

e.g.; Age (can be derived from DOB). 

 

3. Degree of a relationship 

Number of participating entities 

Types 

1. Unary (recursive relationship) 
2. Binary 
3. Ternary 
4. Quaternary / N - ary 



 

1. Unary (recursive relationship) 

When there is only ONE entity set participating in a relation, the relationship is called 
a unary relationship. For example, one person is married to only one person. 

 

2. Binary relationship 
 

When there are TWO entities set participating in a relationship, the relationship is 
called a binary relationship. For example, a Student is enrolled in a Course. 

 

3. Ternary relationship 

When there are three entities set participating in a relationship, the relationship is 
called a Ternary relationship. 

 

 
4. Quaternary / N - ary relationship 

 
When there are n entities set participating in a relation, the relationship is called an 
n-ary relationship. 

 
4. Structural constraints on relationships./ Cardinality 

 
1. One-to-One 

 
In a particular hospital, the surgeon department has one head of department. They 
both serve one-to-one relationships 

 
Let us assume that a male can marry one female and a female can marry one male. 
So the relationship will be one-to-one. 

 



 

2. One-to-Many 

In a particular hospital, the surgeon department has multiple doctors. They serve 
one-to-many relationships 

 

3. Many-to-Many 
 

In a particular company, multiple people work on multiple projects. They serve 
many-to-many relationships. 

 

 

=> Stages of the database system development life cycle 

1. Database planning 
2. System definition 
3. Requirements collection and analysis 
4. Database design 
5. DBMS selection (optional) 
6. Application design 
7. Prototyping (optional) 
8. Implementation 
9. Data conversion and loading 
10. Testing 
11. Operational maintenance 

=> EER Diagram ( Enhanced Entity-Relationship diagrams ) 

● superclass (parent / Base) - the class being inherited from 

● subclass (child / Derived) - the class that inherits from another class 

 
Attribute Inheritance 

 
● specialization: maximizing the differences between members of an entity by identifying their 

distinguishing characteristics 
 

● generalization: minimizing the differences between entities by identifying their common 
characteristics 

 

 
EER - Specialization and Generalization Introduction || Enhanced Entity Relationship … 

https://www.youtube.com/watch?v=LPusGa0ivfw
https://www.youtube.com/watch?v=LPusGa0ivfw
https://www.youtube.com/watch?v=LPusGa0ivfw
https://www.youtube.com/watch?v=LPusGa0ivfw


 

1. Example of specialization EER diagram 
 

 
mapping specialization the EER schema 

 

 

 
2. Example of Generalizing EER diagram 

 
CAR and TRUCK into the superclass VEHICLE. 

 



 

EER Diagram | Class Test | Y2S1 | DMS 

mapping Generalizing the EER schema 

 

 

 
Q1. Draw an EER diagram to cater the following requirements. 

 
The members of an online auctioning site are identified by a unique member id and their names, 
email addresses, phone numbers and postal addresses should be maintained. A member may be a 
buyer or a seller. A buyer has a shipping address and a seller has a bank account number and 
routing number. Items are posted by a seller. When the seller posts the item a bid may be placed by 
buyers. A bidding price and the time of bid placement is recorded. The person with the highest bid 
price is declared as the winner and the buyer can then buy the item. Items are identified by a unique 
item number assigned by the system. Items are also described by an item title, an item description, 
a starting bid price and bidding increment. Item has a category with a category number. A category 
is identified by the category number and the item number together. 

 

 

 

https://www.youtube.com/watch?v=xa7kxN_ky0U
https://www.youtube.com/watch?v=xa7kxN_ky0U
https://www.youtube.com/watch?v=xa7kxN_ky0U
https://www.youtube.com/watch?v=xa7kxN_ky0U


 

=> What is Normalization ? 

Normalization is the process of minimizing redundancy from a relation or set of relations. 
 

1. First Normal Form (1NF) 
2. Second Normal Form (2NF) 
3. Third Normal Form (3NF) 

 
Data redundancy is undesirable because of the following anomalies 

 
1. ‘Insert’ anomalies 
2. ‘Delete’ anomalies 
3. ‘Update’ anomalies 

Normalization Flow 

 

 
Advantages of Normalization 

● Reduced data redundancy 
● Simplified database design 
● Easier database maintenance 
● Improved data consistency 
● Improved query performance 

=> SQL ( Structured Query Language ) 

SQL is a standard language for accessing and manipulating databases. 

Numeric Types 

● Integer ( INT, INTEGER & SMALLINT ) 
● Real numbers (FLOAT, REAL, DOUBLE) 
● Formatted numbers DECIMAL(i,j) or DEC(i,j) or NUMERIC(i,j) 
● Character strings 

- Fixed length: CHAR(n) or CHARACTER(n) 
- Variable length: VARCHAR(n) 

● Date and Time: DATE and TIME data types are supported in SQL2 



 

Three main categories of SQL 

● DDL, Data Definition Language 
● DCL, Data Control Language 
● DML, Data Manipulation Language 

SQL Aggregate Functions 

● SUM 
● AVG 
● MIN 
● MAX 
● COUNT 

 
Combining Results Tables 

 

 

 

=> What is Database security? 

The mechanism that protects the database against intentional or accidental threats. 
 

DB security is concerned with avoiding the following situation: 
 

● Theft & fraud 
● Loss of confidentiality (secrecy) 
● Loss of privacy 
● Loss of integrity 
● Loss of availability 

 
Countermeasures – Computer-Based Controls 

 
1. Authorization - 

 
Authorization is the granting of a right or privilege that enables a subject to have 
legitimate access to a system or a system’s object. 

 
Authorization is the process of giving someone the ability to access a resource. 

 
2. Authentication - 

 
Authentication is a mechanism that determines whether a user is who he or she 
claims to be. 

 
Authentication is the process of validating the identity of a user or the integrity of a 

piece of data. 



 

3. Access control - 

The typical way to provide access controls for a database system is based on the 
granting and revoking of privileges. 

Access Control is a Granting or denying approval to use specific resources 

There are two types of Access controls 

1. Discretionary Access Control (DAC) 

Most commercial DBMSs provide an approach called 
Discretionary Access Control (DAC),which manages privileges 
using SQL. 

The SQL standard supports DAC through the GRANT and 
REVOKE commands. 

2. Mandatory Access Control (MAC) 

Some commercial DBMSs also provide an approach to access 
control called Mandatory Access Control (MAC), which is 
based on system-wide policies that cannot be changed by 
individual users. 

In this approach each database object is assigned a security 
class and each user is assigned a clearance for a security 
class, and rules are imposed on reading and writing of 
database objects by users. 

The SQL standard does not include support for MAC. 

Approaches for securing a DBMS on the web 
 

The security measures associated with DBMSs on the Web include 

● proxy servers 
● firewalls 
● message digest algorithms and digital signatures 
● digital certificates 
● kerberos 
● Secure Sockets Layer (SSL) and Secure HTTP (S-HTTP) 
● Secure Electronic Transactions (SET) and Secure Transaction Technology (SST) 
● Java security 
● ActiveX security 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 


